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Summary

CVE CVE-2016-8647

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-26 14:29:00 UTC

Updated 2024-01-26 18:02:00 UTC

Description An input validation vulnerability was found in Ansible's mysql_user module before 2.2.1.0, which may fail to correctly change a password in certain circumstances. Thus the previous password would still be active when it should have been changed.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Ansible Engine All All All All

Application Redhat Ansible Engine All All All All

Application Redhat Virtualization 4.1 All All All

Application Redhat Virtualization 4.1 All All All

References

Reference

1396174 – (CVE-2016-8647) CVE-2016-8647 Ansible: in some circumstances the mysql_user module may fail to correctly change a password

CVE-2016-8647 - Red Hat Customer Portal

Red Hat Customer Portal

1396174 – (CVE-2016-8647) CVE-2016-8647 Ansible: in some circumstances the mysql_user module may fail to correctly change a password

mysql_user: fix user_mod on MySQL(-like) 5.7+ (Fixes #3003) by wouteroostervld · Pull Request #5388 · ansible/ansible-modules-core · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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