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CVE CVE-2016-8649
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-05-01 06:59:00 UTC
Updated 2018-10-26 13:53:00 UTC
Description Ixc-attach in LXC before 1.0.9 and 2.x before 2.0.6 allows an attacker inside of an unprivileged container to use an inheritec

1|

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Linuxcontainers Lxc All All All
Application Linuxcontainers Lxc All All All

Language
All

All

References

Reference Source

1398242 — (CVE-2016-8649) CVE-2016-8649 Ixc: Ixc-attach to malicious container allows access to host CONFIRM

LXC CVE-2016-8649 Directory Traversal Vulnerability BID

CVE-2016-8649 CONFIRM
attach: do not send procfd to attached process - Ixc/Ixc@81f466d - GitHub CONFIRM
Bug #1639345 “Ixc-attach to malicious container allows access to...” : Bugs : Ixc package : Ubuntu CONFIRM

#845465 - Ixc: CVE-2016-8649: attach: do not send procfd to attached process - Debian Bug report logs ~ CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
bugzilla.redhat.com
www.securityfocus.ct
security-tracker.debi:
github.com
bugs.launchpad.net
bugs.debian.org
Wwww.cve.org
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https://cve.report/CVE-2016-8649.pdf
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http://cve.report/vendor/linuxcontainers
http://cve.report/software/linuxcontainers/lxc
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https://bugs.launchpad.net/ubuntu/+source/lxc/+bug/1639345
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=845465
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