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CVE CVE-2016-8656
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-22 17:29:00 UTC
Updated 2023-11-07 02:36:00 UTC
Description Jboss jbossas before versions 5.2.0-23, 6.4.13, 7.0.5 is vulnerable to an unsafe file handling in the jboss init script which cc

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Jboss Enterprise Application Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.1.0 All All All

Application Redhat Jboss Enterprise Application Platform 5.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 6.4.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 71.0 All All All
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https://cve.report/
https://cve.report/CVE-2016-8656/mitre
https://cve.report/CVE-2016-8656/nist
https://cve.report/CVE-2016-8656/cve_org
https://cve.report/api/cve/CVE-2016-8656.json
https://cve.report/CVE-2016-8656.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/jboss_enterprise_application_platform
https://access.redhat.com/errata/RHSA-2017:3455
http://rhn.redhat.com/errata/RHSA-2017-0250.html
https://access.redhat.com/errata/RHSA-2017:3454
http://rhn.redhat.com/errata/RHSA-2017-0246.html

Bug 1400344 — CVE-2016-8656 jboss: jbossas: unsafe chown of server.log in jboss init script allows privilege escalation CONFIRM  bugzil

Red Hat Customer Portal REDHAT  rhn.re
Red Hat Customer Portal REDHAT  rhn.re
Red Hat Customer Portal REDHAT  rhn.re
Red Hat Customer Portal REDHAT  acces
Red Hat Customer Portal REDHAT  rhn.re
Red Hat Customer Portal REDHAT  rhn.re
Red Hat Customer Portal REDHAT  acces
Red Hat JBoss Enterprise Application Platform CVE-2016-8656 Local Privilege Escalation Vulnerability BID WWW.!
CVE Program record CVE.ORG www.(
NVD vulnerability detail NVD nvd.ni
(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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