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cssanmvrcLrriunseenman Gertain versions of Debian Linux from Debian contain the foIIowing
: vulnerability:

The serial_update_parameters function in hw/char/serial.c in QEMU
(aka Quick Emulator) allows local guest OS administrators to cause a
denial of service (divide-by-zero error and QEMU process crash) via
vectors involving a value of divider greater than baud base.

AV

CVE-2016-8669 has been assigned by & secalert@redhat.com to track the vulnerability - currently rated as severity.

CVSS3 Score: [SEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ HIGH | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE | =
CVSS2 Score: f2i=LOW
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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Description Tags Link

git.gemu.org Git - () MISC git.gemu.org/?

gemu.git/commit p=gemu.git%3Ba=commit%3Bh=3592fe0c919cf27a81d8e9f9b4{269553418bb01
Bug 1384909 — CVE-2016- ™ MISC bugzilla.redhat.com/show_bug.cgi?id=1384909
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8669 Qemu: char: divide by
zero error in
serial_update_parameters

QEMU: Multiple
vulnerabilities (GLSA
201611-11) — Gentoo
Security

Red Hat Customer Portal

[SECURITY] [DLA 1497-1]
gemu security update

CVE-2016-8669 - Red Hat
Customer Portal

oss-security - Re: CVE
request Qemu: char: divide
by zero error in
serial_update_parameters

Red Hat Customer Portal

openSUSE-SU-2016:3237-
1: moderate: Security
update for gemu

oss-security - CVE request
Qemu: char: divide by zero
error in

serial_update_parameters

QEMU '/hw/char/serial.c'
Divide By Zero Denial of
Service Vulnerability

text/html

Third Party Advisory 3 GENTOO GLSA-201611-11
security.gentoo.org
text/html

Third Party Advisory & REDHAT RHSA-2017:2408
access.redhat.com
text/html

Mailing List (@ MLIST [debian-lts-announce] 20180906 [SECURITY] [DLA 1497-1] gemu
Third Party Advisory security update

lists.debian.org

text/html

access.redhat.com & MISC access.redhat.com/security/cve/CVE-2016-8669
text/html

Mailing List ¢ > MLIST [oss-security] 20161015 Re: CVE request Qemu: char: divide by zero
Third Party Advisory error in serial_update_parameters

www.openwall.com

text/html

Third Party Advisory & REDHAT RHSA-2017:2392
access.redhat.com
text/html

Mailing List 9 SUSE openSUSE-SU-2016:3237
Third Party Advisory

lists.opensuse.org

text/html

Mailing List ¢ > MLIST [oss-security] 20161014 CVE request Qemu: char: divide by zero
error in serial_update_parameters

Third Party Advisory

www.openwall.com

text/html

Third Party Advisory (D BID 93563

cve.report (archive)
text/htm
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor
Operating Debian
System
Operating Debian
System

Product Version Update Edition Language
Debian Linux 8.0 All All All
Debian Linux 8.0 All All All

Operating Opensuse Leap 42.2 All All All
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System

Operating Opensuse Leap 422
System

Application Qemu Qemu All
Operating Redhat Enterprise Linux 7.0
System

Operating Redhat Enterprise Linux 7.0
System

Application Redhat Openstack 10
Application Redhat Openstack 11
Application Redhat Openstack 11.0
Application Redhat Openstack 6.0
Application Redhat Openstack 7.0
Application Redhat Openstack 8
Application Redhat Openstack 8.0
Application Redhat Openstack 9
Application Redhat Openstack 9.0
Application Redhat Openstack 10
Application Redhat Openstack 11.0
Application Redhat Openstack 6.0
Application Redhat Openstack 7.0
Application Redhat Openstack 8.0
Application Redhat Openstack 9.0
Application Redhat Virtualization 4.0
Application Redhat Virtualization 4.0

cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*::

SRk kR Lk akak.

cpe:2.3:0:debian:debian_linux:8.0:*:*:**:*:*:*:

cpe:2.3:0:0pensuse:leap:42.2:

cpe:2.3:0:0pensuse:leap:42.2:

cpe:2.3:0:redhat:enterprise_linux:7.0:*:** "

Kk kKK kK,

cpe:2.3:0:redhat:enterprise_linux:7.0:*:* """
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Cpe.c.o.a.leulidL.UpelidtlaCln. 1 1.V, . . ... .

cpe:2.3:a:redhat:openstack:6.0:*:*: """

cpe:2.3:a:redhat:openstack:7.0:*:*: " "

cpe:2.3:a:redhat:openstack:8:*:*:*: " :*:

cpe:2.3:a:redhat:openstack:8.0:*:*: " *:*:

cpe:2.3:a:redhat:openstack:9:*:*:*: "

cpe:2.3:a:redhat:openstack:9.0:*: "

cpe:2.3:a:redhat:openstack:10:*:*: " *:*:*:
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cpe:2.3:a:redhat:virtualization:4.0:*:*:*:*:**:*:

cpe:2.3:a:redhat:virtualization:4.0:*:*:*:***:*:

No vendor comments have been submitted for this CVE
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