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The ReadSCTImage function in coders/sct.c in GraphicsMagick 1.3.25 allows remote attackers to cause a denial of service

Risk And Classification
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Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Operating System
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Operating System

Operating System
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Debian

Debian
Graphicsmagick
Graphicsmagick
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Opensuse

Product

Debian Linux
Debian Linux
Graphicsmagick
Graphicsmagick
Opensuse

Opensuse

Version

8.0

8.0

1.3.25

1.3.25

13.2

13.2
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Edition
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All

All

All

All

All

Language
All
All
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All
All

All

References
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CVE Program record

Debian -- Security Information -- DSA-3746-1 graphicsmagick

Mercurial Repository: p/graphicsmagick/code: changeset 14918:0a0dfa81906d

graphicsmagick: stack-based buffer overflow in ReadSCTImage (sct.c) | agostino's blog
openSUSE-SU-2016:2641-1: moderate: Security update for GraphicsMagick
GraphicsMagick CVE-2016-8682 Stack Based Buffer Overflow Vulnerability

oss-security - Re: graphicsmagick: stack-based buffer overflow in ReadSCTImage (sct.c)

1385583 — (CVE-2016-8682, CVE-2016-8683, CVE-2016-8684) CVE-2016-8682 CVE-2016-8683 CVE-2016-8684 GraphicsMagick: Multiple ¢
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500982 Alpine Linux Security Update for graphicsmagick

504906 Alpine Linux Security Update for graphicsmagick
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