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CVE CVE-2016-8692
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-15 19:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description The jpc_dec_process_siz function in libjasper/jpc/jpc_dec.c in JasPer before 1.900.4 allows remote attackers to cause a de
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Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Problem Types: CWE-369 | n/a

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

Score Severity
55 MEDIUM

4.3

Primary CVSS: v3.0 5.5 MEDIUM from nvd@nist.gov

Vector

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

AV:N/AC:M/Au:N/C:N/I:N/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction
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Unchanged
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https://cve.report/
https://cve.report/CVE-2016-8692/mitre
https://cve.report/CVE-2016-8692/nist
https://cve.report/CVE-2016-8692/cve_org
https://cve.report/api/cve/CVE-2016-8692.json
https://cve.report/CVE-2016-8692.pdf

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Fedoraproject Fedora 25 All All All
Application Jasper Project Jasper All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Red Hat Customer Portal

1385502 — (CVE-2016-8691, CVE-2016-8692) CVE-2016-8691 CVE-2016-8692 jasper: missing SIZ marker segment XRsiz and YRsiz fields r
[SECURITY] Fedora 25 Update: jasper-1.900.13-1.fc25 - package-announce - Fedora Mailing-Lists

jasper: two divide-by-zero in jpc_dec_process_siz (jpc_dec.c) | agostino's blog

oss-security - Fuzzing jasper

oss-security - Re: Fuzzing jasper

Debian -- Security Information -- DSA-3785-1 jasper

JasPer CVE-2016-8692 Divide By Zero Denial of Service Vulnerability


http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/jasper_project
http://cve.report/software/jasper_project/jasper
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://access.redhat.com/errata/RHSA-2017:1208
https://bugzilla.redhat.com/show_bug.cgi?id=1385502
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/THLEZURI4D24PRM7SMASC5I25IAWXXTM/
https://blogs.gentoo.org/ago/2016/10/16/jasper-two-divide-by-zero-in-jpc_dec_process_siz-jpc_dec-c/
http://www.openwall.com/lists/oss-security/2016/08/23/6
http://www.openwall.com/lists/oss-security/2016/10/16/14
http://www.debian.org/security/2017/dsa-3785
http://www.securityfocus.com/bid/93588

Added range check on XRsiz and YRsiz fields of SIZ marker segment. - mdadams/jasper@d8c2604 - GitHub
[SECURITY] Fedora 25 Update: jasper-1.900.13-1.fc25 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378165 Virtuozzo Linux Security Update for jasper-utils (VZLSA-2017:1208)
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https://github.com/mdadams/jasper/commit/d8c2604cd438c41ec72aff52c16ebd8183068020
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/THLEZURI4D24PRM7SMASC5I25IAWXXTM/
https://www.cve.org/CVERecord?id=CVE-2016-8692
https://nvd.nist.gov/vuln/detail/CVE-2016-8692
http://cve.report/qid/378165
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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