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Summary

CVE CVE-2016-8731

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-21 19:29:00 UTC

Updated 2022-12-14 13:40:00 UTC

Description Hard-coded FTP credentials (r:r) are included in the Foscam C1 running firmware 1.9.1.12. Knowledge of these credentials would allow remote access to any cameras found on the internet that do not have port 50021 blocked by an intermediate device.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Foscam C1 Webcam - All All All

Hardware Foscam C1 Webcam - All All All

Operating System Foscam C1 Webcam Firmware 1.9.1.12 All All All

Operating System Foscam C1 Webcam Firmware 1.9.1.12 All All All

References

Reference Source Link

Foscam C1 Webcam CVE-2016-8731 Hard Coded Credentials Authentication Bypass Vulnerability BID www.securityfocus.com

TALOS-2016-0245 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence MISC www.talosintelligence.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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