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CVE CVE-2016-8736

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-12 18:29:00 UTC

Updated 2019-03-01 20:46:00 UTC

Description Apache OpenMeetings before 3.1.2 is vulnerable to Remote Code Execution via RMI deserialization attack.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Openmeetings All All All All
Application Apache Openmeetings All All All All
Reference

[CVE-2016-8736] Apache Openmeetings RMI Registry Java Deserialization RCE - Maxim Solodovnik - org.apache.incubator.openmeetings-u
Apache OpenMeetings CVE-2016-8736 Remote Code Execution Vulnerability
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994786 Java (Maven) Security Update for org.apache.openmeetings:openmeetings-parent (GHSA-6¢cpg-3w7f-j67q)
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