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Summary

CVE CVE-2016-8740

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-05 19:59:00 UTC

Updated 2023-11-07 02:36:00 UTC

Description The mod_http2 module in the Apache HTTP Server 2.4.17 through 2.4.23, when the Protocols configuration includes h2 or h2c, does not restrict request-header length, which allows remote attackers to cause a denial of service (memory consumption) via crafted CONTINUATION frames in an HTTP/2 request.

Risk And Classification

Problem Types: CWE-20 | CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.4.17 All All All

Application Apache Http Server 2.4.18 All All All

Application Apache Http Server 2.4.19 All All All

Application Apache Http Server 2.4.20 All All All

Application Apache Http Server 2.4.21 All All All

Application Apache Http Server 2.4.22 All All All

Application Apache Http Server 2.4.23 All All All

Application Apache Http Server 2.4.17 All All All

Application Apache Http Server 2.4.18 All All All

Application Apache Http Server 2.4.19 All All All

Application Apache Http Server 2.4.20 All All All

Application Apache Http Server 2.4.21 All All All

Application Apache Http Server 2.4.22 All All All

Application Apache Http Server 2.4.23 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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