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Summary

CVE CVE-2016-8769

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-02 20:59:00 UTC

Updated 2021-08-27 13:48:00 UTC

Description Huawei UTPS earlier than UTPS-V200R003B015D16SPC00C983 has an unquoted service path vulnerability which can lead to the truncation of UTPS service query paths. An attacker may put an executable file in the search path of the affected service and obtain elevated privileges after the executable file is executed.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Huawei Utps Firmware All All All All

Operating System Huawei Utps Firmware All All All All

References

Reference Source

Security Advisory - Unquoted Service Path Vulnerability in Huawei UTPS Software CONFIRM

0day discovery System level access by Privilege Escalation of Huawei manufactured Airtel & Photon Dongles – Security-Geek MISC

Huawei UTPS - Unquoted Service Path Privilege Escalation - Windows local Exploit EXPLOIT-DB

Huawei UTPS CVE-2016-8769 Local Privilege Escalation Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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