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CVE CVE-2016-8812
State PUBLIC
Assigner psirt@nvidia.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2016-11-08 20:59:00 UTC
Updated 2017-09-038 01:29:00 UTC

Description For the NVIDIA Quadro, NVS, and GeForce products, NVIDIA GeForce Experience R340 before GFE 2.11.4.125 and R37¢
i)

/ ]

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Nvidia Geforce 910m - All All All
Hardware Nvidia Geforce 910m - All All All
Hardware Nvidia Geforce 920m - All All All
Hardware Nvidia Geforce 920m - All All All
Hardware Nvidia Geforce 920mx - All All All
Hardware Nvidia Geforce 920mx - All All All
Hardware Nvidia Geforce 930m - All All All
Hardware Nvidia Geforce 930m - All All All
Hardware Nvidia Geforce 930mx - All All All
Hardware Nvidia Geforce 930mx - All All All
Hardware Nvidia Geforce 940m - All All All
Hardware Nvidia Geforce 940m - All All All
Hardware Nvidia Geforce 940mx - All All All
Hardware Nvidia Geforce 940mx - All All All
Hardware Nvidia Geforce 945m - All All All
Hardware Nvidia Geforce 945m - All All All
Application Nvidia Geforce Experience All All All All
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Hardware Nvidia Quadro M2000 - All All All
Hardware Nvidia Quadro M2000m - All All All
Hardware Nvidia Quadro M2000m - All All All
Hardware Nvidia Quadro M3000m - All All All
Hardware Nvidia Quadro M3000m - All All All
Hardware Nvidia Quadro M4000 - All All All
Hardware Nvidia Quadro M4000 - All All All
Hardware Nvidia Quadro M4000m - All All All
Hardware Nvidia Quadro M4000m - All All All
Hardware Nvidia Quadro M5000 - All All All
Hardware Nvidia Quadro M5000 - All All All
Hardware Nvidia Quadro M5000m - All All All
Hardware Nvidia Quadro M5000m - All All All
Hardware Nvidia Quadro M500m - All All All
Hardware Nvidia Quadro M500m - All All All
Hardware Nvidia Quadro M5500 - All All All
Hardware Nvidia Quadro M5500 - All All All
Hardware Nvidia Quadro M6000 - All All All
Hardware Nvidia Quadro M6000 - All All All
Hardware Nvidia Quadro M600m - All All All
Hardware Nvidia Quadro M600m - All All All
Hardware Nvidia Quadro P5000 - All All All
Hardware Nvidia Quadro P5000 - All All All
Hardware Nvidia Quadro P6000 - All All All
Hardware Nvidia Quadro P6000 - All All All
Hardware Nvidia Titan X - All All All
Hardware Nvidia Titan X - All All All
Reference

Security Bulletin: Vulnerabilities in NVIDIA Windows GPU Display Driver and NVIDIA GeForce Experience | NVIDIA

NVIDIA Driver - NvStreamKms 'PsSetCreateProcessNotifyRoutineEx Local Stack Buffer Overflow Callback / Local Privilege Escalation - Wind
NVIDIA GPU Driver CVE-2016-8812 Local Stack Buffer Overflow Vulnerability

CVE Program record

NVD vulnerability detail

/| |
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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