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CVE CVE-2016-8858
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-09 11:59:00 UTC
Updated 2023-11-07 02:36:00 UTC
Description ** DISPUTED ** The kex_input_kexinit function in kex.c in OpenSSH 6.x and 7.x through 7.3 allows remote attackers to cat
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openbsd Openssh 6.8 All All All
Application Openbsd Openssh 6.9 All All All
Application Openbsd Openssh 7.0 All All All
Application Openbsd Openssh 71 All All All
Application Openbsd Openssh 7.2 All All All
Application Openbsd Openssh 7.3 All All All
Application Openbsd Openssh 6.8 All All All
Application Openbsd Openssh 6.9 All All All
Application Openbsd Openssh 7.0 All All All
Application Openbsd Openssh 71 All All All
Application Openbsd Openssh 7.2 All All All
Application Openbsd Openssh 7.3 All All All
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CVE Program record
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)
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