=

VE-2016-

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2016-8863
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-07 16:59:00 UTC
Updated 2017-11-03 01:29:00 UTC
Description Heap-based buffer overflow in the create_url_list function in gena/gena_device.c in Portable UPnP SDK (aka libupnp) befor

/ |
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Libupnp Project Libupnp All All All All

References |
Reference Source Link Tag:
Portable UPnP SDK / Code / [0497e6] /ChangelLog CONFIRM  sourceforge.net Rele
libupnp: Multiple vulnerabilities (GLSA 201701-52) — Gentoo security GENTOO  security.gentoo.org
[R1] Debian MediaTomb (fork) Multiple Remote Vulnerabilities - Research Advisory | Tenable® MISC www.tenable.com
Debian -- Security Information -- DSA-3736-1 libupnp DEBIAN www.debian.org Thirc
Portable UPnP SDK / Bugs / #133 Heap Buffer Overflow in 1.6.x and 1.8.x CONFIRM  sourceforge.net Issut
libupnp Heap Based Buffer Overflow Vulnerability BID www.securityfocus.com
CVE Program record CVE.ORG www.cve.org canc
NVD vulnerability detail NVD nvd.nist.gov canc
| S

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

710545 Gentoo Linux libupnp Multiple Vulnerabilities (GLSA 201701-52)
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