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Summary

CVE CVE-2016-8864

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-11-02 17:59:00 UTC

Updated 2020-08-17 17:44:00 UTC

Description named in ISC BIND 9.x before 9.9.9-P4, 9.10.x before 9.10.4-P4, and 9.11.x before 9.11.0-P1 allows remote attackers to cause a denial of service (assertion failure and daemon exit) via a DNAME record in the answer section of a response to a recursive query, related to db.c and resolver.c.

Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Isc Bind All All All All

Application Isc Bind 9.10.4 - All All

Application Isc Bind 9.10.4 beta1 All All

Application Isc Bind 9.10.4 beta2 All All

Application Isc Bind 9.10.4 beta3 All All

Application Isc Bind 9.10.4 p1 All All

Application Isc Bind 9.10.4 p2 All All

Application Isc Bind 9.10.4 p3 All All

Application Isc Bind 9.11.0 - All All

Application Isc Bind 9.11.0 alpha1 All All

Application Isc Bind 9.11.0 alpha2 All All

Application Isc Bind 9.11.0 alpha3 All All

Application Isc Bind 9.11.0 beta1 All All

Application Isc Bind 9.11.0 beta2 All All

Application Isc Bind 9.11.0 beta3 All All
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Application Isc Bind 9.11.0 beta3 All All

Application Isc Bind 9.9.9 - All All

Application Isc Bind 9.9.9 beta1 All All

Application Isc Bind 9.9.9 beta2 All All

Application Isc Bind 9.9.9 p1 All All

Application Isc Bind 9.9.9 p2 All All

Application Isc Bind 9.9.9 p3 All All

Application Isc Bind All All All All

Application Isc Bind 9.10.4 - All All

Application Isc Bind 9.10.4 beta1 All All

Application Isc Bind 9.10.4 beta2 All All

Application Isc Bind 9.10.4 beta3 All All

Application Isc Bind 9.10.4 p1 All All

Application Isc Bind 9.10.4 p2 All All

Application Isc Bind 9.10.4 p3 All All

Application Isc Bind 9.11.0 - All All

Application Isc Bind 9.11.0 alpha1 All All

Application Isc Bind 9.11.0 alpha2 All All

Application Isc Bind 9.11.0 alpha3 All All

Application Isc Bind 9.11.0 beta1 All All

Application Isc Bind 9.11.0 beta2 All All

Application Isc Bind 9.11.0 beta3 All All

Application Isc Bind 9.9.9 - All All

Application Isc Bind 9.9.9 beta1 All All

Application Isc Bind 9.9.9 beta2 All All

Application Isc Bind 9.9.9 p1 All All

Application Isc Bind 9.9.9 p2 All All

Application Isc Bind 9.9.9 p3 All All

Application Netapp Data Ontap Edge - All All All

Application Netapp Data Ontap Edge - All All All

Application Netapp Solidfire - All All All

Application Netapp Solidfire - All All All

Application Netapp Steelstore Cloud Integrated Storage - All All All

Application Netapp Steelstore Cloud Integrated Storage - All All All

Operating System Redhat Enterprise Linux Desktop 5.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All
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Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 5.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Eus 6.7 All All All

Operating System Redhat Enterprise Linux Eus 7.2 All All All

Operating System Redhat Enterprise Linux Eus 7.3 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Eus 6.7 All All All

Operating System Redhat Enterprise Linux Eus 7.2 All All All

Operating System Redhat Enterprise Linux Eus 7.3 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server 5.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 5.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 6.2 All All All

Operating System Redhat Enterprise Linux Server Aus 6.4 All All All

Operating System Redhat Enterprise Linux Server Aus 6.5 All All All

Operating System Redhat Enterprise Linux Server Aus 6.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.2 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Aus 6.2 All All All

Operating System Redhat Enterprise Linux Server Aus 6.4 All All All

Operating System Redhat Enterprise Linux Server Aus 6.5 All All All
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Operating System Redhat Enterprise Linux Server Aus 6.5 All All All

Operating System Redhat Enterprise Linux Server Aus 6.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.2 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 6.5 All All All

Operating System Redhat Enterprise Linux Server Tus 6.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.2 All All All

Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 6.5 All All All

Operating System Redhat Enterprise Linux Server Tus 6.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.2 All All All

Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 5.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 5.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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