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CVE CVE-2016-8886
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-03-23 18:59:00 UTC
Updated 2023-11-07 02:36:00 UTC
Description The jas_malloc function in libjasper/base/jas_malloc.c in JasPer before 1.900.11 allows remote attackers to have unspecifie
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Jasper Project Jasper All All All

Language

All

References

Reference Source

[SECURITY] Fedora 24 Update: jasper-1.900.13-1.fc24 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 24 Update: jasper-1.900.13-1.fc24 - package-announce - Fedora Mailing-Lists FEDORA
jasper: memory allocation failure in jas_malloc (jas_malloc.c) | agostino's blog MISC
[SECURITY] Fedora 23 Update: jasper-1.900.13-1.fc23 - package-announce - Fedora Mailing-Lists FEDORA
oss-security - Re: jasper: memory allocation failure in jas_malloc (jas_malloc.c) MLIST
oss-security - Re: Re: jasper: memory allocation failure in jas_malloc (jas_malloc.c) MLIST

1388880 — (CVE-2016-8886) CVE-2016-8886 jasper: no upper limit on memory allocations in jas_malloc() CONFIRM

[SECURITY] Fedora 23 Update: jasper-1.900.13-1.fc23 - package-announce - Fedora Mailing-Lists

JasPer CVE-2016-8886 Denial of Service Vulnerability BID
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

Link
lists.fedoraproject.o
lists.fedoraproject.o
blogs.gentoo.org
lists.fedoraproject.o
www.openwall.com
www.openwall.com
bugzilla.redhat.com
lists.fedoraproject.o
www.securityfocus.
Www.cve.org
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https://cve.report/
https://cve.report/CVE-2016-8886/mitre
https://cve.report/CVE-2016-8886/nist
https://cve.report/CVE-2016-8886/cve_org
https://cve.report/api/cve/CVE-2016-8886.json
https://cve.report/CVE-2016-8886.pdf
http://cve.report/vendor/jasper_project
http://cve.report/software/jasper_project/jasper
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/EGI2FZQLOTSZI3VA4ECJERI74SMNQDL4/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/EGI2FZQLOTSZI3VA4ECJERI74SMNQDL4/
https://blogs.gentoo.org/ago/2016/10/18/jasper-memory-allocation-failure-in-jas_malloc-jas_malloc-c
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/22FCKKHQCQ3S6TZY5G44EFDTMWOJXJRD/
http://www.openwall.com/lists/oss-security/2016/10/23/2
http://www.openwall.com/lists/oss-security/2016/10/25/11
https://bugzilla.redhat.com/show_bug.cgi?id=1388880
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/22FCKKHQCQ3S6TZY5G44EFDTMWOJXJRD/
http://www.securityfocus.com/bid/93839
https://www.cve.org/CVERecord?id=CVE-2016-8886
https://nvd.nist.gov/vuln/detail/CVE-2016-8886

There are currently no legacy QID mappings associated with this CVE.
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