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PUBLISHED

ibm

CVE Program / NVD first with legacy fallback
2017-07-13 15:29:00 UTC

2025-04-20 01:37:25 UTC

IBM BigFix Inventory v9 9.2 uses an inadequate account lockout setting that could allow a remote attacker to brute force ac

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-200 | CWE-254 | Obtain Information

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N
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https://cve.report/
https://cve.report/CVE-2016-8964/mitre
https://cve.report/CVE-2016-8964/nist
https://cve.report/CVE-2016-8964/cve_org
https://cve.report/api/cve/CVE-2016-8964.json
https://cve.report/CVE-2016-8964.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Bigfix Inventory All All All All
Application Ibom License Metric Tool All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA IBM BigFix Inventory affected 9.2 Not specified
Reference

Multiple IBM Products CVE-2016-8964 Brute Force Authentication Bypass Vulnerability

Security Bulletin: Vulnerability in account lockout affects IBM License Metric Tool v9.x and IBM BigFix Inventory v9.x (CVE-2016-8964)

IBM X-Force Exchange

IBM License Metric Tool Lack of Account Lockout Mechanism Lets Remote Users Determine Passwords on the Target System - SecurityTracl
CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/ibm
http://cve.report/software/ibm/bigfix_inventory
http://cve.report/vendor/ibm
http://cve.report/software/ibm/license_metric_tool
http://cve.report/vendor/IBM
http://cve.report/software/IBM/BigFix_Inventory
http://www.securityfocus.com/bid/99548
http://www.ibm.com/support/docview.wss?uid=swg21995024
https://exchange.xforce.ibmcloud.com/vulnerabilities/118853
http://www.securitytracker.com/id/1038919
https://www.cve.org/CVERecord?id=CVE-2016-8964
https://nvd.nist.gov/vuln/detail/CVE-2016-8964

There are currently no legacy QID mappings associated with this CVE.
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