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CVE-2016-8967

PUBLISHED

ibm

CVE Program / NVD first with legacy fallback
2017-02-01 21:59:00 UTC

2025-04-20 01:37:25 UTC

IBM BigFix Inventory v9 9.2 stores user credentials in plain in clear text which can be read by a local user.

Risk And Classification

Version Source
3.0 nvd@nist.gov
2.0 nvd@nist.gov

Primary CVSS: v3.0 5.5 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

Problem Types: CWE-255 | Obtain Information

Type Score Severity Vector
Primary 5.5 MEDIUM CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
Primary 2.1 AV:L/AC:L/Au:N/C:P/I:N/A:N

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Low

Jser Interaction
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Unchanged
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\vailability


https://cve.report/
https://cve.report/CVE-2016-8967/mitre
https://cve.report/CVE-2016-8967/nist
https://cve.report/CVE-2016-8967/cve_org
https://cve.report/api/cve/CVE-2016-8967.json
https://cve.report/CVE-2016-8967.pdf

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:L/AC:L/Au:N/C:P/I:N/A:N

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Hp Hp-ux All All All All
Operating System Ibom Aix All All All All
Application Ibm Bigfix Inventory 9.2 All All All
Application Ibm License Metric Tool 9.2.0 All All All
Operating System Linux Linux Kernel All All All All
Operating System Microsoft Windows All All All All
Operating System Oracle Solaris All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA IBM Corporation BigFix Inventory affected 9.2 Not specified
Reference

IBM License Metric Tool and BigFix Inventory CVE-2016-8967 Information Disclosure Vulnerability
IBM Security Bulletin: Vulnerability in password storage scheme affects IBM License Metric Tool v9 and IBM BigFix Inventory v9 (CVE-2016-8
CVE Program record

NVD vulnerability detail

al I


http://cve.report/vendor/hp
http://cve.report/software/hp/hp-ux
http://cve.report/vendor/ibm
http://cve.report/software/ibm/aix
http://cve.report/vendor/ibm
http://cve.report/software/ibm/bigfix_inventory
http://cve.report/vendor/ibm
http://cve.report/software/ibm/license_metric_tool
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://cve.report/vendor/IBM_Corporation
http://cve.report/software/IBM_Corporation/BigFix_Inventory
http://www.securityfocus.com/bid/95902
http://www.ibm.com/support/docview.wss?uid=swg21995019
https://www.cve.org/CVERecord?id=CVE-2016-8967
https://nvd.nist.gov/vuln/detail/CVE-2016-8967

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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