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CVE CVE-2016-9000
State PUBLIC
Assigner psirt@us.ibom.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-01 22:59:00 UTC
Updated 2017-07-27 01:29:00 UTC
Description IBM InfoSphere DataStage is vulnerable to cross-frame scripting, caused by insufficient HTML iframe protection. A remote .
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Infosphere Datastage 11.3 All All All
Application Ibm Infosphere Datastage 11.5 All All All
Application Ibm Infosphere Datastage 8.7 All All All
Application Ibm Infosphere Datastage 9.1 All All All
Application Ibm Infosphere Datastage 11.3 All All All
Application Ibm Infosphere Datastage 11.5 All All All
Application Ibm Infosphere Datastage 8.7 All All All
Application Ibm Infosphere Datastage 9.1 All All All
Application Ibm Infosphere Information Server On Cloud 11.5 All All All
Application Ibm Infosphere Information Server On Cloud 11.5 All All All
Reference Source

IBM InfoSphere DataStage IFRAME Protection Flaw Lets Remote Users Conduct Cross-Frame Scripting Attacks - SecurityTracker SECTR/
IBM Security Bulletin: IBM InfoSphere DataStage is vulnerable to Cross-Frame Scripting issue (CVE-2016-9000) - United States CONFIF
Multiple IBM Products CVE-2016-9000 Clickjacking Vulnerability BID
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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