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CVE CVE-2016-9078
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 21:29:00 UTC
Updated 2018-08-01 13:53:00 UTC
Description Redirection from an HTTP connection to a "data:" URL assigns the referring site's origin to the "data:" URL in some circums
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Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 49.0 All All All
Application Mozilla Firefox 50.0 All All All
Application Mozilla Firefox 49.0 All All All
Application Mozilla Firefox 50.0 All All All
References
Reference Source
Mozilla Firefox CVE-2016-9078 URL Redirection Vulnerability BID

Mozilla Firefox HTTP Redirect Bug Lets Remote Users Bypass Cross-Origin Restrictions on the Target System - SecurityTracker SECTRAC

1317641 - (CVE-2016-9078) http redirect to data: inherits principal (SVG image cookie setting; object XSS) CONFIRNM
Security vulnerabilities fixed in Firefox 50.0.1 — Mozilla CONFIRNM
CVE Program record CVE.ORC
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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