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Summary

CVE CVE-2016-9085

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-03 15:59:00 UTC

Updated 2023-11-07 02:36:00 UTC

Description Multiple integer overflows in libwebp allows attackers to have unspecified impact via unknown vectors.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 24 All All All

Operating System Fedoraproject Fedora 25 All All All

Operating System Fedoraproject Fedora 24 All All All

Operating System Fedoraproject Fedora 25 All All All

Application Webmproject Libwebp All All All All

References

Reference Source Link

oss-security - Re: CVE requests: some issues in gif2webp MLIST www.openwall.com

[SECURITY] Fedora 24 Update: libwebp-0.5.1-2.fc24 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 24 Update: libwebp-0.5.1-2.fc24 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Pony Mail! MLIST lists.apache.org

[SECURITY] Fedora 24 Update: mingw-libwebp-0.5.1-2.fc24 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 25 Update: libwebp-0.5.1-2.fc25 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 25 Update: libwebp-0.5.1-2.fc25 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Libwebp 'gif2webp.c' Multiple Integer Overflow Vulnerabilities BID www.securityfocus.com

WebP: Multiple vulnerabilities (GLSA 201701-61) — Gentoo Security GENTOO security.gentoo.org

e2affacc35f1df6cc3b1a9fa0ceff5ce2d0cce83 - webm/libwebp - Git at Google CONFIRM chromium.googlesource.com

https://cve.report/
https://cve.report/CVE-2016-9085/mitre
https://cve.report/CVE-2016-9085/nist
https://cve.report/CVE-2016-9085/cve_org
https://cve.report/CVE-2016-9085.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/webmproject
http://cve.report/software/webmproject/libwebp
http://www.openwall.com/lists/oss-security/2016/10/27/3
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/PTR2ZW67TMT7KC24RBENIF25KWUJ7VPD/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/PTR2ZW67TMT7KC24RBENIF25KWUJ7VPD/
https://lists.apache.org/thread.html/rf9fa47ab66495c78bb4120b0754dd9531ca2ff0430f6685ac9b07772@%253Cdev.mina.apache.org%253E
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e2affacc35f1df6cc3b1a9fa0ceff5ce2d0cce83 - webm/libwebp - Git at Google CONFIRM chromium.googlesource.com

[mina-dev] 20210225 [jira] [Created] (FTPSERVER-500) Security vulnerability in common/lib/log4j-1.2.17.jar lists.apache.org

Bug 1389338 – CVE-2016-9085 libwebp: Several integer overflows CONFIRM bugzilla.redhat.com

[SECURITY] Fedora 24 Update: mingw-libwebp-0.5.1-2.fc24 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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