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Summary

CVE CVE-2016-9094

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-16 19:29:00 UTC

Updated 2018-05-22 17:18:00 UTC

Description Symantec Endpoint Protection clients place detected malware in quarantine as part of the intended product functionality. The quarantine logs can be exported for review by the user in a variety of formats including .CSV files. Prior to 14.0 MP1 and 12.1 RU6 MP7, the potential exists for file metadata to be interpreted and evaluated as a formula. Successful exploitation of an attack of this type requires considerable direct user-interaction from the user exporting and then opening the log files on the intended target client.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Endpoint Protection 12.1.6 mp7 All All

Application Symantec Endpoint Protection 12.1.6 mp7 All All

Application Symantec Endpoint Protection All All All All

References

Reference

Symantec Endpoint Protection CVE-2016-9094 Local Command Injection Vulnerability

Security Advisories Relating to Symantec Products - Symantec Endpoint Protection Clients Local Elevation of Privilege, CSV Formula Injection - 2017-03-06T10:09:33 PST 

Symantec Endpoint Protection Lets Local Users Gain Elevated Privileges and Remote Users Injection Formulas into Exported CSV Files in Certain Cases - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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