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Summary

CVE CVE-2016-9099

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-11 14:30:00 UTC

Updated 2021-07-08 16:37:00 UTC

Description Symantec Advanced Secure Gateway (ASG) 6.6, ASG 6.7 prior to 6.7.2.1, ProxySG 6.5 prior to 6.5.10.6, ProxySG 6.6, and ProxySG 6.7 prior to 6.7.2.1 are susceptible to an open redirection vulnerability. A remote attacker can use a crafted management console URL in a phishing attack to redirect the target user to a malicious web site.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Advanced Secure Gateway All All All All

Application Broadcom Advanced Secure Gateway 6.6 All All All

Application Broadcom Symantec Proxysg All All All All

Application Broadcom Symantec Proxysg 6.6 All All All

Application Symantec Advanced Secure Gateway All All All All

Application Symantec Advanced Secure Gateway 6.6 All All All

Application Symantec Advanced Secure Gateway All All All All

Application Symantec Advanced Secure Gateway 6.6 All All All

Application Symantec Proxysg All All All All

Application Symantec Proxysg 6.6 All All All

Application Symantec Proxysg All All All All

Application Symantec Proxysg 6.6 All All All
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Blue Coat ProxySG Multiple Flaws Let Remote Users Conduct Cross-Site Scripting and Open Redirect Attacks and Obtain Authentication Information - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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