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Summary

CVE CVE-2016-9111

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-11-07 11:59:00 UTC

Updated 2026-05-06 22:30:45 UTC

Description Incorrect access control mechanisms in Citrix Receiver Desktop Lock 4.5 allow an attacker to bypass the authentication requirement by leveraging physical access to a VDI for temporary disconnection of a LAN cable. NOTE: as of 20161208, the vendor could not reproduce the issue, stating "the researcher was unable to provide us with information that would allow us to confirm the behaviour and, despite extensive investigation on test deployments of supported products, we were unable to reproduce the behaviour as he described. The researcher has also, despite additional requests for information, ceased to respond to us."

Risk And Classification

Primary CVSS: v3.0 6.8 MEDIUM from nvd@nist.gov

CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.026000000 probability, percentile 0.857260000 (date 2026-05-09)

Problem Types: CWE-254 | CWE-284 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 6.8 MEDIUM CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 4.6 AV:L/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown

Attack Vector

Physical

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

https://cve.report/
https://cve.report/CVE-2016-9111/mitre
https://cve.report/CVE-2016-9111/nist
https://cve.report/CVE-2016-9111/cve_org
https://cve.report/api/cve/CVE-2016-9111.json
https://cve.report/CVE-2016-9111.pdf


CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Receiver Desktop 4.5 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Citrix Receiver/Receiver Desktop Lock 4.5 - Authentication Bypass

Citrix Receiver / Receiver Desktop Lock 4.5 Authentication Bypass ≈ Packet Storm

CVE-2016-9111 | Citrix Receiver Desktop Lock Screen Lock access control (BID-94229 / EDB-40686)

Citrix Receiver Desktop Lock Access Control Flaw Lets Physically Local Users Bypass the Screen Lock Security Restrictions - SecurityTracker

Citrix Receiver Desktop CVE-2016-9111 Local Authentication Bypass Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

High

Availability

High

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/citrix
http://cve.report/software/citrix/receiver_desktop
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://www.exploit-db.com/exploits/40686/
https://packetstormsecurity.com/files/139493/Citrix-Receiver-Receiver-Desktop-Lock-4.5-Authentication-Bypass.html
https://vuldb.com/?id.93250
http://www.securitytracker.com/id/1037176
http://www.securityfocus.com/bid/94229
https://www.cve.org/CVERecord?id=CVE-2016-9111
https://nvd.nist.gov/vuln/detail/CVE-2016-9111


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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