MITRE

CVE CVE-2016-9123
State PUBLISHED
Assigner hackerone

/

VE-2016-912

CVE.ORG JSON API Print: PDF 1)

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-28 02:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description go-jose before 1.0.5 suffers from a CBC-HMAC integer overflow on 32-bit architectures. An integer overflow could lead to a

Risk And Classification

Primary CVSS: v3.0 7.5 HIGH from nvd@nist.gov

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

Problem Types: CWE-190 | Memory Corruption

Severity Vector

HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2016-9123/mitre
https://cve.report/CVE-2016-9123/nist
https://cve.report/CVE-2016-9123/cve_org
https://cve.report/api/cve/CVE-2016-9123.json
https://cve.report/CVE-2016-9123.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:N/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Go-jose Project Go-jose All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na Go JOSE All Versions Before 1.0.5 affected Go JOSE All versions before 1.0.5 Not specified
Reference Source Link
oss-security - CVE request: multiple issues in go-jose package af854a3a-2127-422b-91ae-364da2661108 www.opel
HackerOne af854a3a-2127-422b-91ae-364da2661108 hackeron:

Use uint64 for all size calculations, size checks - square/go-jose@789a4c4 - GitHub  af854a3a-2127-422b-91ae-364da2661108  github.col
CVE Program record CVE.ORG WWW.CVE.

NVD vulnerability detail NVD nvd.nist.g

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982077 Go (ao) Securitv Undate for aithub.com/sauare/ao-iose (GHSA-3fx4-7f69-5mma)


http://cve.report/vendor/go-jose_project
http://cve.report/software/go-jose_project/go-jose
http://cve.report/vendor/na
http://cve.report/software/na/Go_JOSE_All_versions_before_1.0.5
http://www.openwall.com/lists/oss-security/2016/11/03/1
https://hackerone.com/reports/165170
https://github.com/square/go-jose/commit/789a4c4bd4c118f7564954f441b29c153ccd6a96
https://www.cve.org/CVERecord?id=CVE-2016-9123
https://nvd.nist.gov/vuln/detail/CVE-2016-9123
http://cve.report/qid/982077
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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