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Summary

CVE CVE-2016-9155

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-11-22 11:59:00 UTC

Updated 2016-12-23 04:14:00 UTC

Description The following SIEMENS branded IP Camera Models CCMW3025, CVMW3025-IR, CFMW3025 prior to version 1.41_SP18_S1; CCPW3025, CCPW5025 prior to version 0.1.73_S1; CCMD3025-DN18 prior to version v1.394_S1; CCID1445-DN18, CCID1445-DN28, CCID1145-DN36, CFIS1425, CCIS1425, CFMS2025, CCMS2025, CVMS2025-IR, CFMW1025, CCMW1025 prior to version v2635_SP1 could allow an attacker with network access to the web server to obtain administrative credentials under certain circumstances.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Ccid1445-dn18 - All All All

Hardware Siemens Ccid1445-dn18 - All All All

Operating System Siemens Ccid1445-dn18 Firmware - All All All

Operating System Siemens Ccid1445-dn18 Firmware - All All All

Hardware Siemens Ccid1445-dn28 - All All All

Hardware Siemens Ccid1445-dn28 - All All All

Operating System Siemens Ccid1445-dn28 Firmware - All All All

Operating System Siemens Ccid1445-dn28 Firmware - All All All

Hardware Siemens Ccid1445-dn36 - All All All

Hardware Siemens Ccid1445-dn36 - All All All

Operating System Siemens Ccid1445-dn36 Firmware - All All All

Operating System Siemens Ccid1445-dn36 Firmware - All All All

Hardware Siemens Ccis1425 - All All All

Hardware Siemens Ccis1425 - All All All

Operating System Siemens Ccis1425 Firmware - All All All

Operating System Siemens Ccis1425 Firmware - All All All

Hardware Siemens Ccmd3025-dn18 - All All All
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Hardware Siemens Ccmd3025-dn18 - All All All

Hardware Siemens Ccmd3025-dn18 - All All All

Operating System Siemens Ccmd3025-dn18 Firmware - All All All

Operating System Siemens Ccmd3025-dn18 Firmware - All All All

Hardware Siemens Ccms2025 - All All All

Hardware Siemens Ccms2025 - All All All

Operating System Siemens Ccms2025 Firmware - All All All

Operating System Siemens Ccms2025 Firmware - All All All

Hardware Siemens Ccmw1025 - All All All

Hardware Siemens Ccmw1025 - All All All

Operating System Siemens Ccmw1025 Firmware - All All All

Operating System Siemens Ccmw1025 Firmware - All All All

Hardware Siemens Ccmw3025 - All All All

Hardware Siemens Ccmw3025 - All All All

Operating System Siemens Ccmw3025 Firmware - All All All

Operating System Siemens Ccmw3025 Firmware - All All All

Hardware Siemens Ccpw3025 - All All All

Hardware Siemens Ccpw3025 - All All All

Operating System Siemens Ccpw3025 Firmware - All All All

Operating System Siemens Ccpw3025 Firmware - All All All

Hardware Siemens Cfis1425 - All All All

Hardware Siemens Cfis1425 - All All All

Operating System Siemens Cfis1425 Firmware - All All All

Operating System Siemens Cfis1425 Firmware - All All All

Hardware Siemens Cfms2025 - All All All

Hardware Siemens Cfms2025 - All All All

Operating System Siemens Cfms2025 Firmware - All All All

Operating System Siemens Cfms2025 Firmware - All All All

Hardware Siemens Cfmw1025 - All All All

Hardware Siemens Cfmw1025 - All All All

Operating System Siemens Cfmw1025 Firmware - All All All

Operating System Siemens Cfmw1025 Firmware - All All All

Hardware Siemens Cfmw3025 - All All All

Hardware Siemens Cfmw3025 - All All All

Operating System Siemens Cfmw3025 Firmware - All All All

Operating System Siemens Cfmw3025 Firmware - All All All
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Hardware Siemens Cvms2025-ir - All All All

Hardware Siemens Cvms2025-ir - All All All

Operating System Siemens Cvms2025-ir Firmware - All All All

Operating System Siemens Cvms2025-ir Firmware - All All All

Hardware Siemens Cvmw3025-ir - All All All

Hardware Siemens Cvmw3025-ir - All All All

Operating System Siemens Cvmw3025-ir Firmware - All All All

Operating System Siemens Cvmw3025-ir Firmware - All All All

References

Reference Source Link Tags

Vanderbilt Industries Siemens IP CCTV Cameras Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov Mitigation, Third Party Advisory, US Government Resource, VDB Entry

Siemens CONFIRM www.siemens.com Patch, Vendor Advisory

Multiple Siemens IP CCTV Cameras CVE-2016-9155 Information Disclosure Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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