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A vulnerability in 802.11 Wireless Multimedia Extensions (WME) action frame processing in Cisco Wireless LAN Controller
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cisco Wireless Lan Controller 5.2.157.0 All All All
Cisco Wireless Lan Controller 5.2.169.0 All All All
Cisco Wireless Lan Controller 6.0_base All All All
Cisco Wireless Lan Controller 7.0_base All All All
Cisco Wireless Lan Controller 7.1_base All All All
Cisco Wireless Lan Controller 7.2_base All All All
Cisco Wireless Lan Controller 7.3.101.0 All All All
Cisco Wireless Lan Controller 7.3.103.8 All All All
Cisco Wireless Lan Controller 7.3.112 All All All
Cisco Wireless Lan Controller 7.3_base All All All
Cisco Wireless Lan Controller 7411 All All All
Cisco Wireless Lan Controller 7.4.100 All All All
Cisco Wireless Lan Controller 7.4.100.60 All All All
Cisco Wireless Lan Controller 7.4.110.0 All All All
Cisco Wireless Lan Controller 7.4.121.0 All All All
Cisco Wireless Lan Controller 7.4 base All All All
Cisco Wireless Lan Controller 7.5.102.0 All All All
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Application Cisco Wireless Lan Controller 7.0 98.0 All All All
Application Cisco Wireless Lan Controller 7.0 98.218 All All All
Application Cisco Wireless Lan Controller 7.0 116.0 All All All
Application Cisco Wireless Lan Controller 7.0 220.0 All All All
Application Cisco Wireless Lan Controller 7.0 240.0 All All All
Application Cisco Wireless Lan Controller 7.0 250.0 All All All
Application Cisco Wireless Lan Controller 7.0 252.0 All All All
Application Cisco Wireless Lan Controller 7.0 98.0 All All All
Application Cisco Wireless Lan Controller 7.0 98.218 All All All
Application Cisco Wireless Lan Controller 7.1 91.0 All All All
Application Cisco Wireless Lan Controller 7.1 91.0 All All All
Application Cisco Wireless Lan Controller 7.2 103.0 All All All
Application Cisco Wireless Lan Controller 7.2 103.0 All All All
Application Cisco Wireless Lan Controller 7.4 1.19 All All All
Application Cisco Wireless Lan Controller 7.4 1.54 All All All
Application Cisco Wireless Lan Controller 7.4 140.0 All All All
Application Cisco Wireless Lan Controller 7.4 1.19 All All All
Application Cisco Wireless Lan Controller 7.4 1.54 All All All
Application Cisco Wireless Lan Controller 7.4 140.0 All All All
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Cisco Wireless LAN Controller WME Packet Processing Flaw Lets Remote Users on the Wireless Network Cause the Target System to Reloa
Cisco Wireless LAN Controller CVE-2016-9194 Denial of Service Vulnerability

Cisco Wireless LAN Controller 802.11 WME Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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