
CVE-2016-9216
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2016-9216

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-26 07:59:00 UTC

Updated 2017-02-11 02:59:00 UTC

Description An IKE Packet Parsing Denial of Service Vulnerability in the ipsecmgr process of Cisco ASR 5000 Software could allow an unauthenticated, remote attacker to cause the ipsecmgr process to reload. More Information: CSCuy06917 CSCuy45036 CSCuy59525. Known Affected Releases: 20.0.0 20.0.M0.62842 20.0.v0 20.0.M0.63229 20.1.0 20.1.a0 20.1.v0 21.0.0 21.0.v0. Known Fixed Releases: 20.0.0 20.0.0.63250 20.0.M0.63148 20.0.R0.63294 20.0.R0.63316 20.0.V0.63170 20.0.VG0.63188 20.0.v0 20.0.v0.64175 20.0.vg0.63522 20.1.A0.63166 20.2.A0.63174 20.1.A0.63232 20.2.A0.63237 20.0.M0.63226 20.0.M0.63229 20.0.R0.63294 20.0.R0.63316 20.0.V0.63263 20.0.VG0.63233 20.0.v0 20.0.v0.64175 20.0.vg0.63522 20.1.0 20.1.0.63959 20.1.M0.63876 20.1.T0.63886 20.1.V0.64231 20.1.VA0.64194 20.1.VB0.64210 20.1.a0 20.1.a0.64023 20.1.v0 20.1.v0.64607 20.2.A0.63895 21.0.0 21.0.0.65256 21.0.M0.63881 21.0.M0.64281 21.0.PP0.64366 21.0.V0.65052 21.0.v0 21.0.v0.65831 21.0.vb0.65887 21.1.R0.65130 21.1.R0.65135.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Asr 5000 Series Software 20.0.0 All All All

Application Cisco Asr 5000 Series Software 20.0.1.0 All All All

Application Cisco Asr 5000 Series Software 20.0.1.a0 All All All

Application Cisco Asr 5000 Series Software 20.0.1.v0 All All All

Application Cisco Asr 5000 Series Software 20.0.m0.62842 All All All

Application Cisco Asr 5000 Series Software 20.0.m0.63229 All All All

Application Cisco Asr 5000 Series Software 20.0.v0 All All All

Application Cisco Asr 5000 Series Software 21.0.0 All All All

Application Cisco Asr 5000 Series Software 20.0.0 All All All

Application Cisco Asr 5000 Series Software 20.0.1.0 All All All

Application Cisco Asr 5000 Series Software 20.0.1.a0 All All All

Application Cisco Asr 5000 Series Software 20.0.1.v0 All All All

Application Cisco Asr 5000 Series Software 20.0.m0.62842 All All All

Application Cisco Asr 5000 Series Software 20.0.m0.63229 All All All

Application Cisco Asr 5000 Series Software 20.0.v0 All All All

Application Cisco Asr 5000 Series Software 21.0.0 All All All
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References

Reference Source Link

Cisco ASR 5000 Series Software CVE-2016-9216 Denial of Service Vulnerability BID www.securityfocus.com

Cisco ASR 5000 Software ipsecmgr Process IKE Packet Parsing Denial of Service Vulnerability CONFIRM tools.cisco.com

Cisco ASR 5000 Router Lets Remote Authenticated Users Cause the Target 'ipsecmgr' Service to Reload - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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