VE-2016-9244

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2016-9244
State PUBLIC
Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-09 15:59:00 UTC
Updated 2019-06-06 15:11:00 UTC
Description A BIG-IP virtual server configured with a Client SSL profile that has the non-default Session Tickets option enabled may lee

/ ]

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application F5 Big-ip Access Policy Manager 11.4.0 All All All
Application F5 Big-ip Access Policy Manager 11.4.1 All All All
Application F5 Big-ip Access Policy Manager 11.5.0 All All All
Application F5 Big-ip Access Policy Manager 11.5.1 All All All
Application F5 Big-ip Access Policy Manager 11.5.2 All All All
Application F5 Big-ip Access Policy Manager 11.5.3 All All All
Application F5 Big-ip Access Policy Manager 11.5.4 All All All
Application F5 Big-ip Access Policy Manager 11.6.0 All All All
Application F5 Big-ip Access Policy Manager 11.6.1 All All All
Application F5 Big-ip Access Policy Manager 12.0.0 All All All
Application F5 Big-ip Access Policy Manager 12.1.0 All All All
Application F5 Big-ip Access Policy Manager 12.1.1 All All All
Application F5 Big-ip Access Policy Manager 12.1.2 All All All
Application F5 Big-ip Access Policy Manager 11.4.0 All All All
Application F5 Big-ip Access Policy Manager 11.4.1 All All All
Application F5 Big-ip Access Policy Manager 11.5.0 All All All
Application F5 Big-ip Access Policy Manager 11.5.1 All All All
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Finding Ticketbleed

oldays/CVE-2016-9244.py at master - 0x00string/oldays - GitHub

Ticketbleed (CVE-2016-9244)

F5 BIG-IP SSL Virtual Server - 'Ticketbleed' Memory Disclosure - Hardware remote Exploit

F5 BIG-IP Flaw in Session Ticket Response Lets Remote Users Obtain Potentially Sensitive Information from System Memory - Security Track
Ticketbleed F5 TLS Information Disclosure ~ Packet Storm

Multiple F5 BIG-IP Products CVE-2016-9244 Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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