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Summary

CVE CVE-2016-9334

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 21:59:00 UTC

Updated 2017-03-16 17:27:00 UTC

Description An issue was discovered in Rockwell Automation Allen-Bradley MicroLogix 1100 controller 1763-L16AWA, Series A and B, Version 14.000 and prior versions; 1763-L16BBB, Series A and B, Version 14.000 and prior versions; 1763-L16BWA, Series A and B, Version 14.000 and prior versions; and 1763-L16DWD, Series A and B, Version 14.000 and prior versions. User credentials are sent to the web server in clear text, which may allow an attacker to discover the credentials if they are able to observe traffic between the web browser and the server.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rockwellautomation 1763-l16awa Series A All All All All

Application Rockwellautomation 1763-l16awa Series B All All All All

Application Rockwellautomation 1763-l16bbb Series A All All All All

Application Rockwellautomation 1763-l16bbb Series B All All All All

Application Rockwellautomation 1763-l16bwa Series A All All All All

Application Rockwellautomation 1763-l16bwa Series B All All All All

Application Rockwellautomation 1763-l16dwd Series A All All All All

Application Rockwellautomation 1763-l16dwd Series B All All All All

Application Rockwellautomation 1766-l32awaa Series A All All All All

Application Rockwellautomation 1766-l32awaa Series B All All All All

Application Rockwellautomation 1766-l32awa Series A All All All All

Application Rockwellautomation 1766-l32awa Series B All All All All

Application Rockwellautomation 1766-l32bwaa Series A All All All All

Application Rockwellautomation 1766-l32bwaa Series B All All All All

Application Rockwellautomation 1766-l32bwa Series A All All All All

Application Rockwellautomation 1766-l32bwa Series B All All All All

Application Rockwellautomation 1766-l32bxba Series A All All All All
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Application Rockwellautomation 1766-l32bxba Series A All All All All

Application Rockwellautomation 1766-l32bxba Series B All All All All

Application Rockwellautomation 1766-l32bxb Series A All All All All

Application Rockwellautomation 1766-l32bxb Series B All All All All

References

Reference Source Link Tags

Rockwell Automation MicroLogix 1100 and 1400 Multiple Security Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

Rockwell Automation MicroLogix 1100 and 1400 Vulnerabilities | ICS-CERT MISC ics-cert.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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