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Summary

CVE CVE-2016-9335

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-09 13:29:00 UTC

Updated 2019-10-09 23:20:00 UTC

Description A hard-coded cryptographic key vulnerability was identified in Red Lion Controls Sixnet-Managed Industrial Switches running firmware Version 5.0.196 and Stride-Managed Ethernet Switches running firmware Version 5.0.190. Vulnerable versions of Stride-Managed Ethernet switches and Sixnet-Managed Industrial switches use hard-coded HTTP SSL/SSH keys for secure communication. Because these keys cannot be regenerated by users, all products use the same key. The attacker could disrupt communication or compromise the system. CVSS v3 base score: 10, CVSS vector string: (AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H). Red Lion Controls recommends updating to SLX firmware Version 5.3.174.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Redlion Sixnet-managed Industrial Switches - All All All

Hardware Redlion Sixnet-managed Industrial Switches - All All All

Operating System Redlion Sixnet-managed Industrial Switches Firmware All All All All

Hardware Redlion Stride-managed Ethernet Switches - All All All

Hardware Redlion Stride-managed Ethernet Switches - All All All

Operating System Redlion Stride-managed Ethernet Switches Firmware All All All All

References

Reference Source

Red Lion Controls Sixnet-Managed Industrial Switches, AutomationDirect STRIDE-Managed Ethernet Switches Vulnerability | ICS-CERT MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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