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CVE CVE-2016-9345
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-13 21:59:00 UTC
Updated 2018-11-01 10:29:00 UTC
Description An issue was discovered in Emerson DeltaV Easy Security Management DeltaV V12.3, DeltaV V12.3.1, and DeltaV V13.3.
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Emerson Deltav 12.3 All All All
Application Emerson Deltav 12.3.1 All All All
Application Emerson Deltav 13.3 All All All
Application Emerson Deltav 12.3 All All All
Application Emerson Deltav 12.3.1 All All All
Application Emerson Deltav 13.3 All All All

References |
Reference Source Link Tags
PEPPERL+FUCHS CT50-Ex CVE-2016-9345 Local Privilege Escalation Vulnerability BID www.securityfocus.com
Emerson DeltaV CVE-2016-9345 Local Privilege Escalation Vulnerability BID www.securityfocus.com  Third Party Ad
Emerson DeltaV Easy Security Management Application Vulnerability | ICS-CERT MISC ics-cert.us-cert.gov Third Party Ad
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ana
| S

No vendor comments have been submitted for this CVE.
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http://cve.report/vendor/emerson
http://cve.report/software/emerson/deltav
http://www.securityfocus.com/bid/105767
http://www.securityfocus.com/bid/94584
https://ics-cert.us-cert.gov/advisories/ICSA-16-334-02
https://www.cve.org/CVERecord?id=CVE-2016-9345
https://nvd.nist.gov/vuln/detail/CVE-2016-9345

There are currently no legacy QID mappings associated with this CVE.
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