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CVE-2016-9372

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2016-11-17 05:59:00 UTC

2026-05-06 22:30:45 UTC

In Wireshark 2.2.0 to 2.2.1, the Profinet 1/O dissector could loop excessively, triggered by network traffic or a capture file. Tl

Risk And Classification

|L

Primary CVSS: v3.0 5.9 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.003820000 probability, percentile 0.596400000 (date 2026-05-10)
Problem Types: CWE-20 | CWE-399 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.9 MEDIUM CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 4.3 AV:N/AC:M/Au:N/C:N/I:N/A:P
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wireshark Wireshark 2.2.0 All All All
Application Wireshark Wireshark 2.2.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sout
Bug 12851 — Buildbot crash output: fuzz-2016-09-09-25074.pcap af85:
Wireshark Profinet I/O Dissector CVE-2016-9372 Denial of Service Vulnerability af85:

Wireshark Bugs in Profinet I/O, AllJoyn, OpenFlow, DCERPC, and DTN Dissectors Let Remote Users Deny Service - SecurityTracker — af85:

code.wireshark Code Review - wireshark.git/commit af85¢
Wireshark - wnpa-sec-2016-58 - Profinet I/O long loop af85:
code.wireshark Code Review - wireshark.git/commit MITF
CVE Program record CVE

NV/D vinilnerahilitv detail NV/D


http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12851
http://www.securityfocus.com/bid/94368
http://www.securitytracker.com/id/1037313
https://code.wireshark.org/review/gitweb?p=wireshark.git%253Ba=commit%253Bh=4127e3930ef663114567002001f44e01eba8a250
https://www.wireshark.org/security/wnpa-sec-2016-58.html
https://code.wireshark.org/review/gitweb?p=wireshark.git;a=commit;h=4127e3930ef663114567002001f44e01eba8a250
https://www.cve.org/CVERecord?id=CVE-2016-9372
https://nvd.nist.gov/vuln/detail/CVE-2016-9372

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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