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Summary

CVE CVE-2016-9378

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-22 16:59:00 UTC

Updated 2017-07-28 01:29:00 UTC

Description Xen 4.5.x through 4.7.x on AMD systems without the NRip feature, when emulating instructions that generate software interrupts, allows local HVM guest OS users to cause a denial of service (guest crash) by leveraging an incorrect choice for software interrupt delivery.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Xen Xen 4.5.0 All All All

Operating System Xen Xen 4.5.1 All All All

Operating System Xen Xen 4.5.2 All All All

Operating System Xen Xen 4.5.3 All All All

Operating System Xen Xen 4.5.5 All All All

Operating System Xen Xen 4.6.0 All All All

Operating System Xen Xen 4.6.1 All All All

Operating System Xen Xen 4.6.3 All All All

Operating System Xen Xen 4.6.4 All All All

Operating System Xen Xen 4.7.0 All All All

Operating System Xen Xen 4.7.1 All All All

Operating System Xen Xen 4.5.0 All All All

Operating System Xen Xen 4.5.1 All All All

Operating System Xen Xen 4.5.2 All All All

Operating System Xen Xen 4.5.3 All All All

Operating System Xen Xen 4.5.5 All All All

Operating System Xen Xen 4.6.0 All All All
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Operating System Xen Xen 4.6.0 All All All

Operating System Xen Xen 4.6.1 All All All

Operating System Xen Xen 4.6.3 All All All

Operating System Xen Xen 4.6.4 All All All

Operating System Xen Xen 4.7.0 All All All

Operating System Xen Xen 4.7.1 All All All

References

Reference Source Link

XSA-196 - Xen Security Advisories CONFIRM xenbits.xen.org

Xen Lets Local Users on a Guest System Cause Denial of Service Conditions on the Guest System - SecurityTracker SECTRACK www.securitytracker.com

Xen: Multiple vulnerabilities (GLSA 201612-56) — Gentoo security GENTOO security.gentoo.org

Xen Multiple Denial of Service Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

500810 Alpine Linux Security Update for xen

504553 Alpine Linux Security Update for xen
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