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Summary

CVE CVE-2016-9386

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-23 21:59:00 UTC

Updated 2017-07-01 01:30:00 UTC

Description The x86 emulator in Xen does not properly treat x86 NULL segments as unusable when accessing memory, which might allow local HVM guest users to gain privileges via vectors involving "unexpected" base/limit values.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Xenserver 6.0.2 All All All

Application Citrix Xenserver 6.2.0 All All All

Application Citrix Xenserver 6.5 All All All

Application Citrix Xenserver 7.0 All All All

Application Citrix Xenserver 6.0.2 All All All

Application Citrix Xenserver 6.2.0 All All All

Application Citrix Xenserver 6.5 All All All

Application Citrix Xenserver 7.0 All All All

Operating System Xen Xen All All All All

Operating System Xen Xen All All All All
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Xen CVE-2016-9386 Privilege Escalation Vulnerability

XSA-191 - Xen Security Advisories
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Xen: Multiple vulnerabilities (GLSA 201612-56) — Gentoo security

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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