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Summary

CVE CVE-2016-9396

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-23 18:59:00 UTC

Updated 2023-11-07 02:37:00 UTC

Description The JPC_NOMINALGAIN function in jpc/jpc_t1cod.c in JasPer through 2.0.12 allows remote attackers to cause a denial of service (JPC_COX_RFT assertion failure) via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jasper Project Jasper All All All All

References

Reference

USN-3693-1: JasPer vulnerabilities | Ubuntu security notices

Red Hat Customer Portal

[SECURITY] Fedora 32 Update: jasper-2.0.24-1.fc32 - package-announce - Fedora Mailing-Lists

Red Hat Customer Portal

oss-security - Re: jasper: multiple assertion failures

1485272 – There is a reachable assertion abort in function JPC_NOMINALGAIN() of JasPer that will lead to remote denial of service attack.

JasPer CVE-2016-9396 Denial of Service Vulnerability

[security-announce] openSUSE-SU-2019:1315-1: moderate: Security update f

1396978 – (CVE-2016-9396) CVE-2016-9396 jasper: reachable assertion in JPC_NOMINALGAIN()

[SECURITY] Fedora 32 Update: jasper-2.0.24-1.fc32 - package-announce - Fedora Mailing-Lists

jasper: multiple Assertion failure | agostino's blog

[SECURITY] Fedora 33 Update: jasper-2.0.24-1.fc33 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 33 Update: jasper-2.0.24-1.fc33 - package-announce - Fedora Mailing-Lists
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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