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The vmnc decoder in the gstreamer does not initialize the render canvas, which allows remote attackers to obtain sensitive
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Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Fedoraproject Fedora 35 All All All
Gstreamer Project Gstreamer All All All All
Gstreamer Project Gstreamer All All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Eus 7.4 All All All
Redhat Enterprise Linux Eus 7.5 All All All
Redhat Enterprise Linux Eus 7.6 All All All
Redhat Enterprise Linux Eus 7.7 All All All
Redhat Enterprise Linux Eus 7.4 All All All
Redhat Enterprise Linux Eus 7.5 All All All
Redhat Enterprise Linux Eus 7.6 All All All
Redhat Enterprise Linux Eus 7.7 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server Aus 7.4 All All All
Redhat Enterprise Linux Server Aus 7.6 All All All
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Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Reference Source Lin
[SECURITY] Fedora 35 Update: mingw-gstreamer1-plugins-base-1.19.3-1.fc35 - package-announce - Fedora Mailing-Lists FEDORA list:
oss-security - CVE Request: gstreamer plugins ww
Bug 774533 — Remove vmnc plugin CONFIRM  bug
oss-security - Re: CVE Request: gstreamer plugins MLIST ww
Security: [0day] [PoC] Risky design decisions in Google Chrome and Fedora desktop enable drive-by downloads MISC sce
Red Hat Customer Portal acc
[SECURITY] Fedora 35 Update: mingw-gstreamer1-plugins-base-1.19.3-1.fc35 - package-announce - Fedora Mailing-Lists list:
GStreamer Bad Plug-ins 'vmnc/vmncdec.c' Information Disclosure Vulnerability ww
GStreamer plug-ins: User-assisted execution of arbitrary code (GLSA 201705-10) — Gentoo Security sec
gstreamer/gst-plugins-bad - 'Bad' GStreamer plugins and helper libraries cgi
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

282148 Fedora Security Update for mingw (FEDORA-2021-ed54b1128a)

7105583 Gentoo Linux GStreamer plug-ins User-assisted execution of arbitrary code Vulnerability (GLSA 201705-10)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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