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CVE-2016-9449

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cvssaoavnacLeruumsucuinan  Gertain versions of Drupal from Drupal contain the foIIowing
vulnerability:

The taxonomy module in Drupal 7.x before 7.52 and 8.x before 8.2.3
might allow remote authenticated users to obtain sensitive information
about taxonomy terms by leveraging inconsistent naming of access
query tags.

CVE-2016-9449 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [#ISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [4SMEDIUNM)
Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link
Drupal Core - Moderately Critical - Multiple Vulnerabilities - SA-CORE-2016-  [[ZE] ¢ CONFIRM www.drupal.org/SA-
005 | Drupal.org CORE-2016-005



https://cve.report/
https://cve.report/CVE-2016-9449/mitre
https://cve.report/CVE-2016-9449/nist
https://cve.report/CVE-2016-9449/cve_org
https://cve.report/CVE-2016-9449.pdf
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.drupal.org/SA-CORE-2016-005
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text/html

Drupal Core Multiple Security Vulnerabilities (D) BID 94367

cve.report (archive)

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Drupal Drupal 7.0 All All All
Application Drupal Drupal 7.0 alphai All All
Application Drupal Drupal 7.0 alpha2 All All
Application Drupal Drupal 7.0 alpha3 All All
Application Drupal Drupal 7.0 alpha4 All All
Application Drupal Drupal 7.0 alphab All All
Application Drupal Drupal 7.0 alpha6 All All
Application Drupal Drupal 7.0 alpha7 All All
Application Drupal Drupal 7.0 betat All All
Application Drupal Drupal 7.0 beta2 All All
Application Drupal Drupal 7.0 beta3 All All
Application Drupal Drupal 7.0 dev All All
Application Drupal Drupal 7.0 rci All All
Application Drupal Drupal 7.0 rc2 All All
Application Drupal Drupal 7.0 rc3 All All
Application Drupal Drupal 7.0 rc4 All All
Application Drupal Drupal 7.1 All All All
Application Drupal Drupal 7.10 All All All
Application Drupal Drupal 7.11 All All All
Application Drupal Drupal 712 All All All
Application Drupal Drupal 713 All All All
Application Drupal Drupal 7.14 All All All

Application Drupal Drupal 7.15 All All All
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Skakakakakak,

cpe:2.3:a:drupal:drupal:7.0:alpha6:*:*:*:*:*:*:

Skukakakk k.

cpe:2.3:a:drupal:drupal:7.0:alpha7:*:*:*:*:*:*:

akakkokakuk.

cpe:2.3:a:drupal:drupal:7.0:beta2:*:*:*:*:*:*:

dkak Lk okukuk.

cpe:2.3:a:drupal:drupal:7.0:beta3:*:*:*:*:*:*:

dkak Lk akukak.

cpe:2.3:a:drupal:drupal:7.0:dev:*:*:**:*:*:

dkakkokakuk.

cpe:2.3:a:drupal:drupal:7.0:rct "

KRk okakuk.

cpe:2.3:a:drupal:drupal:7.0:rc3: "

akakkakukuk.

cpe:2.3:a:drupal:drupal:7.0:rc4:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:7.1:

Kk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.10:*:*:**

Kk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.12:*:* "

KLk kKK kK,

cpe:2.3:a:drupal:drupal:7.13:** """

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.14:*:* "

Kk kKR kK,

cpe:2.3:a:drupal:drupal:7.15:** """

Kk koK kKK,

cpe:2.3:a:drupal:drupal:7.17:*:* """

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.18:*:*:**:**:*:

Kk koK kKK,

cpe:2.3:a:drupal:drupal:7.19:*** " *:*:

dkakakakakak k.

cpe:2.3:a:drupal:drupal:7.2:*:*:* "



cpe:2.3:a:drupal:drupal:7.3:*:** """

akLk kKK LKLk,

cpe:2.3:a:drupal:drupal:7.30:*:":*:*:*

R

cpe:2.3:a:drupal:drupal:7.31: "

akLk kKK LKLk,

cpe:2.3:a:drupal:drupal:7.32:*:*:***

akLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.34: " *::

aKLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.35:*:*:**

Kk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.36:*:*: " ™

KLk kKK kK,

cpe:2.3:a:drupal:drupal:7.37:* " "

cpe:2.3:a:drupal:drupal:7.4:*: =

KKk KKKk,

cpe:2.3:a:drupal:drupal:7.40:*:** "

Kk kKR kK,

cpe:2.3:a:drupal:drupal:7.41 "

KKk KKKk,

cpe:2.3:a:drupal:drupal:7.42:*:** "

Kk koK kR Lk,

cpe:2.3:a:drupal:drupal:7.44 > ****:*:

Kk koK kKK,

cpe:2.3:a:drupal:drupal:7.50:*:** " *:*:

cpe:2.3:a:drupal:drupal:7.51 " "%

cpe:2.3:a:drupal:drupal:8.0.0:%:":*:*:*:*:™:



dkkakkukak.

cpe:2.3:a:drupal:drupal:8.0.0:alphab:*:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:a:drupal:drupal:8.0.0:alpha6:*:*:*:*:*:*:

dkkukukkuk.

cpe:2.3:a:drupal:drupal:8.0.0:alpha7:*:*:*:*:*:*:

dkuk Lk kukuk.

cpe:2.3:a:drupal:drupal:8.0.0:alpha8:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:a:drupal:drupal:8.0.0:alpha9:*:*:*:*:*:*:

kKK KLk k.

cpe:2.3:a:drupal:drupal:8.0.0:betat:*:*:*:*:*:*:

dkk Lk kkak.

cpe:2.3:a:drupal:drupal:8.0.0:betal0:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:a:drupal:drupal:8.0.0:betat 1 :*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:drupal:drupal:8.0.0:betat2:*:*:*:*:*:*:

dkakkkkuk.

cpe:2.3:a:drupal:drupal:8.0.0:beta13:*:*:*:*:*:*:

LRk kR akuk.

cpe:2.3:a:drupal:drupal:8.0.0:beta14:*:*:*:*:*:*:

LRk ak Lk akuk,

cpe:2.3:a:drupal:drupal:8.0.0:beta15:*:*:*:*:*:*:

Lkak kR kuk,

cpe:2.3:a:drupal:drupal:8.0.0:beta16:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:drupal:drupal:8.0.0:beta2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:drupal:drupal:8.0.0:betal:*:*:*:*:*:*:

Kk ak kR k.

cpe:2.3:a:drupal:drupal:8.0.0:betad:*:*:*:*:*:*:



cpe:2.3:a:drupal:drupal:8.0.1:"* "™

cpe:2.3:a:drupal:drupal:8.0.2:*:*: " **:*:

cpe:2.3:a:drupal:drupal:8.0.3:":*: """

cpe:2.3:a:drupal:drupal:8.0.4:%:":* "

cpe:2.3:a:drupal:drupal:8.0.5:%:":**:*:*:*:

cpe:2.3:a:drupal:drupal:8.0.6:%:":*:*:*:*:*:

cpe:2.3:a:drupal:drupal:8.1.0:%:":*

kKK akLkk.

cpe:2.3:a:drupal:drupal:8.1.0:betat:*:*:*:*:*:*:

Kk kKK k.

cpe:2.3:a:drupal:drupal:8.1.0:beta2:*:*:*:*:*:*:
cpe:2.3:a:drupal:drupal:8.1.0:rct " ™
cpe:2.3:a:drupal:drupal:8.1.1:* "
cpe:2.3:a:drupal:drupal:8.1.10:*:*:***:*:*:
cpe:2.3:a:drupal:drupal:8.1.2:%:*:****:*:
cpe:2.3:a:drupal:drupal:8.1.3:*:*:* 7 :*:
cpe:2.3:a:drupal:drupal:8.1.4:*:**
cpe:2.3:a:drupal:drupal:8.1.5:* " :*:
cpe:2.3:a:drupal:drupal:8.1.6: " :*:
cpe:2.3:a:drupal:drupal:8.1.7: " :*:
cpe:2.3:a:drupal:drupal:8.1.8: " :*:
cpe:2.3:a:drupal:drupal:8.1.9: " :*:
cpe:2.3:a:drupal:drupal:8.2.0: " :*:

Kk koK Rk,

cpe:2.3:a:drupal:drupal:8.2.0:betat :*:*:*:*:*:*:



cpe:2.3:a:drupal:drupal:8.2.1:"*: """

cpe:2.3:a:drupal:drupal:8.2.2:*:*:*:**:*:*:

cpe:2.3:a:drupal:drupal:7.0: "

Skakakakakk.

cpe:2.3:a:drupal:drupal:7.0:alpha3:*:*:*:*:*:*:

Skukakakakk.

cpe:2.3:a:drupal:drupal:7.0:alphad:*:*:*:*:*:*:

Skak Lk ak k.,

cpe:2.3:a:drupal:drupal:7.0:alpha6:*:*:*:*:*:*:

Skkkuk k.

cpe:2.3:a:drupal:drupal:7.0:alpha7:*:*:*:*:*:*:

KRk okakuk.

cpe:2.3:a:drupal:drupal:7.0:betal:*:*:*:*:*:*:

Rk Lk okakuk.

cpe:2.3:a:drupal:drupal:7.0:beta2:*:*:*:*:*:*:

kR Lk akakuk.

cpe:2.3:a:drupal:drupal:7.0:rc2:*:*:

KRk akukuk.

cpe:2.3:a:drupal:drupal:7.0:re3:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.11 "™

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.12:*:* """

Kk koK kKK,

cpe:2.3:a:drupal:drupal:7.16:*:*:**:**:*:

Kk koK ok kK,

cpe:2.3:a:drupal:drupal:7.17:* > "%



R L

cpe:2.3:a:drupal:drupal:7.23:*:":*

akLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.24: ">

R

cpe:2.3:a:drupal:drupal:7.25:%:" "

akLk kKL kKK,

cpe:2.3:a:drupal:drupal:7.27:*:* "

aKLk kKL kKK,

cpe:2.3:a:drupal:drupal:7.28:*:*:*:*:*:*::

akLk kKK LKLk,

cpe:2.3:a:drupal:drupal:7.29:*:* "

cpe:2.3:a:drupal:drupal:7.3:

akLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.31:

KLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.32:*:* " ™

KLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.33:* " ™

Kk kKR kK,

cpe:2.3:a:drupal:drupal:7.34:*:*:**

kKKK kKK,

cpe:2.3:a:drupal:drupal:7.36:*:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.37:*:* """

Kk koK kKK,

cpe:2.3:a:drupal:drupal:7.38:*:*:**:**:*:

LRk kR ok akak.

cpe:2.3:a:drupal:drupal:7.4:* =

rna 2 Vardriinal-AdAriinal -7 BN -xkkkk sk,



akak Lk akakk.

cpe:2.3:a:drupal:drupal:8.0.0:alphal3:*:*:*:*:*:*:

akLk kK ukk.

cpe:2.3:a:drupal:drupal:8.0.0:alphat4:*:*:*:*:*:*:

akukkakukuk.

cpe:2.3:a:drupal:drupal:8.0.0:alphal5:*:*:*:*:*:*:

dkkukkukak.

cpe:2.3:a:drupal:drupal:8.0.0:alpha2:*:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:a:drupal:drupal:8.0.0:alphad:*:*:*:*:*:*:

dkkakkukuk.

cpe:2.3:a:drupal:drupal:8.0.0:alphad:*:*:*:*:*:*:

dkk Lk k k.

cpe:2.3:a:drupal:drupal:8.0.0:alphab:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:a:drupal:drupal:8.0.0:alpha6:*:*:*:*:*:*:

dkkakkkuk.

cpe:2.3:a:drupal:drupal:8.0.0:alpha7:*:*:*:*:*:*:

dkkkkkuk.

cpe:2.3:a:drupal:drupal:8.0.0:alpha8:*:*:*:*:*:*:

dkakakkkuk,

cpe:2.3:a:drupal:drupal:8.0.0:alpha9:*:*:*:*:*:*:



akLk kK ukk.

cpe:2.3:a:drupal:drupal:8.0.0:rc4:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:8.0.1: """

cpe:2.3:a:drupal:drupal:8.0.2:%:":*:*:*:*:":

cpe:2.3:a:drupal:drupal:8.0.3:%:":*:*:*:*:":

cpe:2.3:a:drupal:drupal:8.0.4:%:":* "

cpe:2.3:a:drupal:drupal:8.0.5:%:":***:*:*:

cpe:2.3:a:drupal:drupal:8.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:8.1.0:":* " ™

kKK KLk k.

cpe:2.3:a:drupal:drupal:8.1.0:betat:*:*:*:*:*:*:

KLk kKR k.

cpe:2.3:a:drupal:drupal:8.1.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:8.1.2:*: " """

cpe:2.3:a:drupal:drupal:8.1.3:": " """

cpe:2.3:a:drupal:drupal:8.1.4:":** """

cpe:2.3:a:drupal:drupal:8.1.5: " *:*:

cpe:2.3:a:drupal:drupal:8.1.6:*:*****:*:

cpe:2.3:a:drupal:drupal:8.1.7:*: " *:*:

cpe:2.3:a:drupal:drupal:8.1.8:*:*****:*:

cpe:2.3:a:drupal:drupal:8.1.9:*:*****:*:

cpe:2.3:a:drupal:drupal:8.2.0:**:* " *:*:



cpe:2.3:a:drupal:drupal:8.2.1:":* """

cpe:2.3:a:drupal:drupal:8.2.2:*:*: """

No vendor comments have been submitted for this CVE
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