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Summary

CVE CVE-2016-9459

State PUBLIC

Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-28 02:59:00 UTC

Updated 2019-10-09 23:20:00 UTC

Description Nextcloud Server before 9.0.52 & ownCloud Server before 9.0.4 are vulnerable to a log pollution vulnerability potentially leading to a local XSS. The download log functionality in the admin screen is delivering the log in JSON format to the end-user. The file was delivered with an attachment disposition forcing the browser to download the document. However, Firefox running on Microsoft Windows would offer the user to open the data in the browser as an HTML document. Thus any injected data in the log would be executed.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextcloud Nextcloud Server All All All All

Application Nextcloud Nextcloud Server All All All All

Application Owncloud Owncloud All All All All

Application Owncloud Owncloud All All All All

References

Reference Source Link

HackerOne MISC hackerone.com

[stable9] Set content type when downloading log file to force downloa… · owncloud/core@efa35d6 · GitHub MISC github.com

Security Advisories – ownCloud MISC owncloud.org

[stable9] Set content-type to "application/octet-stream" · nextcloud/server@94975af · GitHub MISC github.com

[stable8.1] Set content type when downloading log file to force downl… · owncloud/core@044ee07 · GitHub MISC github.com

advisory – Nextcloud MISC nextcloud.com

[stable8.2] Set content type when downloading log file to force downl… · owncloud/core@b7fa2c5 · GitHub MISC github.com

ownCloud and Nextcloud CVE-2016-9459 HTML Injection Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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