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cssaomvnncLranunsucniuan  Gertain versions of Nexicloud Server from Nextcloud contain the
’ following vulnerability:

Nextcloud Server before 9.0.54 and 10.0.1 & ownCloud Server before
9.0.6 and 9.1.2 suffer from content spoofing in the dav app. The
exception message displayed on the DAV endpoints contained partially
user-controllable input leading to a potential misrepresentation of
information.

CVE-2016-9468 has been assigned by |4 support@hackerone.com to track the vulnerability - currently rated as severity.

CVSS3 Score: 5.3-MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_ [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE |
CVSS2 Score: SEMEDIUNM)
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ (e

CVE References

Description Tags Link
advisory — Nextcloud [ Patch | &2 MISC nextcloud.com/security/advisory/?id=nc-sa-2016-01

nextcloud.com
L ]


https://cve.report/
https://cve.report/CVE-2016-9468/mitre
https://cve.report/CVE-2016-9468/nist
https://cve.report/CVE-2016-9468/cve_org
https://cve.report/CVE-2016-9468.pdf
http://cve.report/software/nextcloud/nextcloud_server
http://cve.report/vendor/nextcloud
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://nextcloud.com/security/advisory/?id=nc-sa-2016-011

Merge pull request #26460 from Issue Tracking ) MisC
owncloud/throw-exceptions-not-printable - github.com/owncloud/core/commit/bcc6c39ad8c22a00323a1 1
owncloud/core@bcc6c¢39 - GitHub Third Party Advisory

I .‘
|

text/html

Don't print exception message in HTML - Issue Tracking O MIsC
nextcloud/server@7350e13 - GitHub github.com/nextcloud/server/commit/7350e13113c8ed484727
Third Party Advisory

text/html

Don't print exception message in HTML - Issue Tracking ) MiIsC
nextcloud/server@adcfb3d - GitHub github.com/nextcloud/server/commit/a4cfb3ddc1f4cdb585e05
Third Party Advisory

text/html

Security Advisories — ownCloud @ MISC owncloud.org/security/advisory/?id=0c-sa-2016-021
Vendor Advisory

web.archive.org

text/html

Inactive Link™ Not Archived

[stable9.1] Merge pull request #26460 from Issue Tracking ) MiIsC
owncloud/throw-exceptions-... - github.com/owncloud/core/commit/96b8afe48570bc70088ccd
owncloud/core@96b8afe - GitHub Third Party Advisory

text/html

#149798 Content (Text) Injection at NextCloud
Server 9.0.52 - via Third Party Advisory
http://custom_nextcloud_url/remote.php/dav/files/  [FEEEEEE

- HackerOne text/html

l1 MISC hackerone.com/reports/149798

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Nextcloud Nextcloud Server All All All All
Application Nextcloud Nextcloud Server All All All All
Application Nextcloud Nextcloud Server All All All All
Application Owncloud Owncloud All All All All
Application Owncloud Owncloud All All All All

dkakLk kKKK Lk,

cpe:2.3:a:nextcloud:nextcloud_server:*:*:*:**:*:*::

dkakLk kKKK Lk,

cpe:2.3:a:nextcloud:nextcloud_server:*:*:*:**:*:*::
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https://github.com/owncloud/core/commit/bcc6c39ad8c22a00323a114e9c1a0a834983fb35
https://github.com/nextcloud/server/commit/7350e13113c8ed484727a5c25331ec11d4d59f5f
https://github.com/nextcloud/server/commit/a4cfb3ddc1f4cdb585e05c0e9b2f8e52a0e2ee3e
https://web.archive.org/web/2016/https://owncloud.org/security/advisory/?id=oc-sa-2016-021
https://github.com/owncloud/core/commit/96b8afe48570bc70088ccd8f897e9d71997d336e
https://hackerone.com/reports/149798
mailto:%20comment@cve.report
http://cve.report/vendor/nextcloud
http://cve.report/software/nextcloud/nextcloud_server
http://cve.report/vendor/nextcloud
http://cve.report/software/nextcloud/nextcloud_server
http://cve.report/vendor/nextcloud
http://cve.report/software/nextcloud/nextcloud_server
http://cve.report/vendor/owncloud
http://cve.report/software/owncloud/owncloud
http://cve.report/vendor/owncloud
http://cve.report/software/owncloud/owncloud

cpe.c.o.d.rnexioua.rexwioua_server. . . .. oo

cpe:2.3:a:owncloud:owncloud:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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