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Multiple versions of GitLab expose a dangerous method to any authenticated user that could lead to the deletion of all Issue
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gitlab Gitlab 8.13.0 All All All
Gitlab Gitlab 8.13.0 All All All
Gitlab Gitlab 8.13.1 All All All
Gitlab Gitlab 8.13.1 All All All
Gitlab Gitlab 8.13.2 All All All
Gitlab Gitlab 8.13.2 All All All
Gitlab Gitlab 8.13.3 All All All
Gitlab Gitlab 8.13.3 All All All
Gitlab Gitlab 8.13.4 All All All
Gitlab Gitlab 8.13.4 All All All
Gitlab Gitlab 8.13.5 All All All
Gitlab Gitlab 8.13.5 All All All
Gitlab Gitlab 8.13.6 All All All
Gitlab Gitlab 8.13.6 All All All
Gitlab Gitlab 8.13.7 All All All
Gitlab Gitlab 8.13.7 All All All
Gitlab Gitlab 8.14.0 All All All
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GitLab 8.14.3, 8.13.8, and 8.12.11 Released | GitLab

Merge branch 'issue_25064'" into 'security' (55196497) - Commits - GitLab.org / GitLab FOSS - GitLab

Any user can delete all issues and merge requests (#25064) - Issues - GitLab.org / GitLab Community Edition - GitLab

Merge branch 'issue_25064'" into 'security’ (f325e4e7) - Commits - GitLab.org / GitLab Community Edition - GitLab

Source
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hackerc
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gitlab.cc
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Vierge branch ‘iIssue_25064" Into 'security’ (29cebysb) - Commits - GitLab.org / GitLab Community edition - GitLab MISC gitlab.ce

CVE Program record CVE.ORG www.cv
NVD vulnerability detail NVD nvd.nist

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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