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CVE-2016-9472

PUBLISHED

hackerone

CVE Program / NVD first with legacy fallback
2017-03-28 02:59:01 UTC

2025-04-20 01:37:25 UTC

Revive Adserver before 3.2.5 and 4.0.0 suffers from Reflected XSS. The Revive Adserver web installer scripts were vulnere

Risk And Classification

/ | 1|

Primary CVSS: v3.0 5.4 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | CWE-79 Improper Neutralization of Input During Web Page
Generation ('Cross-site Scripting') (CWE-79)

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.4 MEDIUM CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:L/A:N
2.0 nvd@nist.gov Primary 3.5 AV:N/AC:M/Au:S/C:N/I:P/A:N
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Revive-adserver Revive Adserver 4.0.0 All All
Application Revive-adserver Revive Adserver All All All

Language
All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na Revive Adserver All Versions Before 3.2.5 And 4.0.0 affected Revive Adserver All versions before 3.2.5 and 4.0.0 No

References

Reference Source

Fix h1 report 170156 - revive-adserver/revive-adserver@fcf72c8 - GitHub  af854a3a-2127-422b-91ae-364da2661108
HackerOne af854a3a-2127-422b-91ae-364da2661108
Revive Adserver Security Advisory SA-2016-002 af854a3a-2127-422b-91ae-364da2661108

Fix h1 report 170156 - revive-adserver/revive-adserver@14ff73f - GitHub ~ af854a3a-2127-422b-91ae-364da2661108
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

Link

github.com
hackerone.com
www.revive-adserve
github.com

WWwWWw.Cve.org

nvd.nist.gov



http://cve.report/vendor/revive-adserver
http://cve.report/software/revive-adserver/revive_adserver
http://cve.report/vendor/revive-adserver
http://cve.report/software/revive-adserver/revive_adserver
http://cve.report/vendor/na
http://cve.report/software/na/Revive_Adserver_All_versions_before_3.2.5_and_4.0.0
https://github.com/revive-adserver/revive-adserver/commit/fcf72c8a
https://hackerone.com/reports/170156
https://www.revive-adserver.com/security/revive-sa-2016-002/
https://github.com/revive-adserver/revive-adserver/commit/14ff73f0
https://www.cve.org/CVERecord?id=CVE-2016-9472
https://nvd.nist.gov/vuln/detail/CVE-2016-9472

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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