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Summary

CVE CVE-2016-9483

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-13 20:29:00 UTC

Updated 2019-10-09 23:20:00 UTC

Description The PHP form code generated by PHP FormMail Generator deserializes untrusted input as part of the phpfmg_filman_download() function. A remote unauthenticated attacker may be able to use this vulnerability to inject PHP code, or along with CVE-2016-9484 to perform local file inclusion attacks and obtain files from the server.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jqueryform Php Formmail Generator - All All All

Application Jqueryform Php Formmail Generator - All All All

References

Reference Source Link

PHP FormMail Generator VU#494015 Multiple Security Vulnerabilities BID www.securityfocus.com

Vulnerability Note VU#494015 - PHP FormMail Generator generates code with multiple vulnerabilities CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to Pouya Darabi for reporting this vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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