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CVE CVE-2016-9532
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-02-06 17:59:00 UTC
Updated 2017-02-08 18:43:00 UTC
Description Integer overflow in the writeBufferToSeparateStrips function in tiffcrop.c in LibTIFF before 4.0.7 allows remote attackers to «

1|

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Libtiff Libtiff All All All All

References |
Reference Source Link
Bug 1397726 — CVE-2016-9532 libtiff: Multiple uint32 overflows leading to heap buffer over-read CONFIRM  bugzilla.redhat.com
oss-security - Re: CVE request: LibTIFF tiffcrop: Heap buffer overflow via writeBufferToSeparateStrips ~ MLIST www.openwall.com
Debian -- Security Information -- DSA-3762-1 tiff DEBIAN www.debian.org
libTIFF: Multiple vulnerabilities (GLSA 201701-16) — Gentoo Security GENTOO  security.gentoo.org
LibTIFF 'tools/tiffcrop.c' Multiple Heap Buffer Overflow Vulnerabilities BID www.securityfocus.com
Bug 2592 — CVE-2016-9532: Heap buffer overflow via writeBufferToSeparateStrips tiffcrop.c:1170 CONFIRM  bugzilla.maptools.org
oss-security - Re: CVE request: LibTIFF tiffcrop: Heap buffer overflow via writeBufferToSeparateStrips ~ MLIST www.openwall.com
oss-security - CVE request: LibTIFF tiffcrop: Heap buffer overflow via writeBufferToSeparateStrips MLIST www.openwall.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

353264 Amazon Linux Security Advisory for libtiff : ALAS2-2022-1780
354038 Amazon Linux Security Advisory for libtiff : ALAS-2022-1625

710479 Gentoo Linux libTIFF Multiple Vulnerabilities (GLSA 201701-16)
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