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Summary

CVE CVE-2016-9553

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-28 12:59:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description The Sophos Web Appliance (version 4.2.1.3) is vulnerable to two Remote Command Injection vulnerabilities affecting its web administrative interface. These vulnerabilities occur in the MgrReport.php (/controllers/MgrReport.php) component responsible for blocking and unblocking IP addresses from accessing the device. The device doesn't properly escape the information passed in the variables 'unblockip' and 'blockip' before calling the shell_exec() function which allows for system commands to be injected into the device. The code erroneously suggests that the information handled is protected by utilizing the variable name 'escapedips' - however this was not the case. The Sophos ID is NSWA-1258.

Risk And Classification

Primary CVSS: v3.0 7.2 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-77 | n/a

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 7.2 HIGH CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 9 AV:N/AC:L/Au:S/C:C/I:C/A:C

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2016-9553/mitre
https://cve.report/CVE-2016-9553/nist
https://cve.report/CVE-2016-9553/cve_org
https://cve.report/api/cve/CVE-2016-9553.json
https://cve.report/CVE-2016-9553.pdf


CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sophos Web Appliance 4.2.1.3 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Version 4.3.1 Release Notes af854a3a-2127-422b-91ae-364da2661108

Release of SWA version 4.3.1 - Blog - Web Appliance - Sophos Community af854a3a-2127-422b-91ae-364da2661108

Sophos Web Appliance CVE-2016-9553 Multiple Remote Command Injection Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

[Ruby] # Exploit Title: Sophos Web Appliance UnBlock/Block-IP Remote Command Injection - Pastebin.com af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

High

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

Complete

Integrity

Complete

Availability

Complete

http://cve.report/vendor/sophos
http://cve.report/software/sophos/web_appliance
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://swa.sophos.com/rn/swa/concepts/ReleaseNotes_4.3.1.html
https://community.sophos.com/products/web-appliance/b/blog/posts/release-of-swa-version-4-3-1
http://www.securityfocus.com/bid/95853
http://pastebin.com/DUYuN0U5
https://www.cve.org/CVERecord?id=CVE-2016-9553
https://nvd.nist.gov/vuln/detail/CVE-2016-9553


There are currently no legacy QID mappings associated with this CVE.
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