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CVE-2016-9565
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CVE-2016-9565

PUBLISHED

mitre

CVE Program / NVD first with legacy fallback
2016-12-15 22:59:00 UTC

2026-05-06 22:30:45 UTC

MagpieRSS, as used in the front-end component in Nagios Core before 4.2.2 might allow remote attackers to read or write

Risk And Classification

|L

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.199450000 probability, percentile 0.955010000 (date 2026-05-08)
Problem Types: CWE-284 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P
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https://cve.report/
https://cve.report/CVE-2016-9565/mitre
https://cve.report/CVE-2016-9565/nist
https://cve.report/CVE-2016-9565/cve_org
https://cve.report/api/cve/CVE-2016-9565.json
https://cve.report/CVE-2016-9565.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nagios Nagios All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

SecurityFocus

Nagios Core 4.x Version History - Nagios

Red Hat Customer Portal

Nagios Command Injection Flaw in RSS Feed Reader Component Lets Remote Users Execute Arbitrary Code on the Target System - Securit
Red Hat Customer Portal

Red Hat Customer Portal

Red Hat Customer Portal

Nagios < 4.2.2 - Arbitrary Code Execution

Nanina-Fynlnit-CCcammand-Iniectinn-C\/F-2N1R-0RARR-2NNR-470R


http://cve.report/vendor/nagios
http://cve.report/software/nagios/nagios
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/archive/1/539925/100/0/threaded
https://www.nagios.org/projects/nagios-core/history/4x/
http://rhn.redhat.com/errata/RHSA-2017-0213.html
http://www.securitytracker.com/id/1037488
http://rhn.redhat.com/errata/RHSA-2017-0211.html
http://rhn.redhat.com/errata/RHSA-2017-0214.html
http://rhn.redhat.com/errata/RHSA-2017-0259.html
https://www.exploit-db.com/exploits/40920/
https://legalhackers.com/advisories/Nagios-Exploit-Command-Injection-CVE-2016-9565-2008-4796.html

AT ARSI Tu L UL o Y LU Suue muue U
Full Disclosure: Nagios Core < 4.2.2 Curl Command Injection leading to Remote Code Execution [CVE-2016-9565]
Nagios: Multiple vulnerabilities (GLSA 201702-26) — Gentoo Security

Red Hat Customer Portal

Nagios Core CVE-2016-9565 Remote Command Injection Vulnerability

Red Hat Customer Portal

Nagios Core Curl Command Injection / Code Execution ~ Packet Storm

Nagios: Multiple vulnerabilities (GLSA 201710-20) — Gentoo security

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710470 Gentoo Linux Naglinternetwork Operating System Multiple Vulnerabilities (GLSA 201702-26)

710486 Gentoo Linux Naginternetwork Operating System Multiple Vulnerabilities (GLSA 201710-20)
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