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CVE CVE-2016-9576
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-28 07:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description The blk_rg_map_user_iov function in block/blk-map.c in the Linux kernel before 4.8.14 does not properly restrict the type of

/ |

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-416 | n/a

Version Source Type Score Severity Vector
3.1 nvd@nist.gov Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.2 AV:L/AC:L/Au:N/C:C/I:C/A:C
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Red Hat Customer Portal af854a3a-2127-422b-91ae-364da26611(
kernel/git/torvalds/linux.git - Linux kernel source tree af854a3a-2127-422b-91ae-364da26611(
[security-announce] SUSE-SU-2016:3188-1: important: Security update for af854a3a-2127-422b-91ae-364da26611(
[security-announce] SUSE-SU-2016:3217-1: important: Security update for af854a3a-2127-422b-91ae-364da26611(
oss-security - Linux Kernel use-after-free in SCSI generic device interface af854a3a-2127-422b-91ae-364da26611(
[security-announce] SUSE-SU-2016:3248-1: important: Security update for af854a3a-2127-422b-91ae-364da26611(
[security-announce] openSUSE-SU-2016:3086-1: important: Security update af854a3a-2127-422b-91ae-364da26611(
Red Hat Customer Portal af854a3a-2127-422b-91ae-364da26611(
[security-announce] SUSE-SU-2016:3203-1: important: Security update for af854a3a-2127-422b-91ae-364da26611(
[security-announce] openSUSE-SU-2016:3085-1: important: Security update af854a3a-2127-422b-91ae-364da26611(



http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://rhn.redhat.com/errata/RHSA-2017-0817.html
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=a0ac402cfcdc904f9772e1762b3fda112dcc56a0
http://lists.opensuse.org/opensuse-security-announce/2016-12/msg00072.html
http://lists.opensuse.org/opensuse-security-announce/2016-12/msg00081.html
http://www.openwall.com/lists/oss-security/2016/12/08/19
http://lists.opensuse.org/opensuse-security-announce/2016-12/msg00088.html
http://lists.opensuse.org/opensuse-security-announce/2016-12/msg00041.html
https://access.redhat.com/errata/RHSA-2017:2077
http://lists.opensuse.org/opensuse-security-announce/2016-12/msg00075.html
http://lists.opensuse.org/opensuse-security-announce/2016-12/msg00040.html

[security-announce] SUSE-SU-2016:3252-1: important: Security update for
[security-announce] SUSE-SU-2016:3146-1: important: Security update for
www.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.8.14

Red Hat Customer Portal

Bug 1403145 — CVE-2016-9576 kernel: Use after free in SCSI generic device interface
Don't feed anything but regular iovec's to blk_rq_map_user_iov - torvalds/linux@a0ac402 - GitHub
Linux Kernel CVE-2016-9576 Use After Free Memory Corruption Vulnerability

Red Hat Customer Portal

[security-announce] openSUSE-SU-2016:3118-1: important: Security update

Red Hat Customer Portal

CVE-2016-9576 - Red Hat Customer Portal

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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