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CVE CVE-2016-9591
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-09 20:29:00 UTC
Updated 2019-10-09 23:20:00 UTC
Description JasPer before version 2.0.12 is vulnerable to a use-after-free in the way it decodes certain JPEG 2000 image files resulting
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Jasper Project Jasper All All All All
Application Jasper Project Jasper All All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Eus 7.3 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
Operating System Redhat Enterprise Linux Server Eus 7.3 All All All
Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
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Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Reference Source Link Tags

JasPer: Multiple vulnerabilities (GLSA 201707-07) — Gentoo Security GENTOO  security.gentoo.org Third Party Advi
Red Hat Customer Portal REDHAT  access.redhat.com Third Party Advi
Debian -- Security Information -- DSA-3827-1 jasper DEBIAN www.debian.org Third Party Advi:
Bug 1406405 — CVE-2016-9591 jasper: use-after-free / double-free in JPC encoder CONFIRM  bugzilla.redhat.com Exploit, Issue Tr
JasPer CVE-2016-9591 Denial of Service Vulnerability BID www.securityfocus.com  Third Party Advi:
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy

d i

-

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378165 Virtuozzo Linux Security Update for jasper-utils (VZLSA-2017:1208)

710375 Gentoo Linux JasPer Multiple Vulnerabilities (GLSA 201707-07)
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