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Summary

CVE CVE-2016-9637

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-17 02:59:00 UTC

Updated 2018-02-08 02:29:00 UTC

Description The (1) ioport_read and (2) ioport_write functions in Xen, when qemu is used as a device model within Xen, might allow local x86 HVM guest OS administrators to gain qemu process privileges via vectors involving an out-of-range ioport access.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Xenserver 6.0.2 All All All

Application Citrix Xenserver 6.2.0 sp1 All All

Application Citrix Xenserver 6.5 sp1 All All

Application Citrix Xenserver 7.0 All All All

Application Citrix Xenserver 6.0.2 All All All

Application Citrix Xenserver 6.2.0 sp1 All All

Application Citrix Xenserver 6.5 sp1 All All

Application Citrix Xenserver 7.0 All All All
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CVE-2016-9637 - Citrix XenServer Security Update

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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