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Summary

CVE CVE-2016-9646

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-13 15:29:00 UTC

Updated 2018-05-18 16:02:00 UTC

Description ikiwiki before 3.20161229 incorrectly called the CGI::FormBuilder->field method (similar to the CGI->param API that led to Bugzilla's CVE-2014-1572), which can be abused to lead to commit metadata forgery.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Ikiwiki Ikiwiki All All All All

Application Ikiwiki Ikiwiki All All All All

References

Reference Source Link

security CONFIRM ikiwiki.info

Debian -- Security Information -- DSA-3760-1 ikiwiki DEBIAN www.debian.org

'[oss-security] ikiwiki: CVE-2016-9645 (incomplete fix for CVE-2016-10026), CVE-2016-9646 (commit met' - MARC MLIST marc.info

CVE-2016-9646 CONFIRM security-tracker.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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