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Summary

CVE CVE-2016-9675

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-12-22 21:59:00 UTC

Updated 2023-02-10 18:29:00 UTC

Description openjpeg: A heap-based buffer overflow flaw was found in the patch for CVE-2013-6045. A crafted j2k image could cause the application to crash, or potentially execute arbitrary code.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.3 All All All

Operating System Redhat Enterprise Linux 7.4 All All All

Operating System Redhat Enterprise Linux 7.5 All All All

Operating System Redhat Enterprise Linux 7.6 All All All

Operating System Redhat Enterprise Linux 7.7 All All All

Operating System Redhat Enterprise Linux For Ibm Z Systems 6.0 All All All

Operating System Redhat Enterprise Linux For Power Big Endian 6.0 All All All

Operating System Redhat Enterprise Linux For Scientific Computing 6.0 All All All

Application Uclouvain Openjpeg All All All All

Application Uclouvain Openjpeg All All All All
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oss-security - Re: openjpeg CVE-2016-3181, CVE-2016-3182 .. and CVE-2013-6045 MLIST www.openwall.com

Red Hat Customer Portal REDHAT rhn.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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